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Mporpamma 3apeructpumpoBana cobbiTne, onucaHme KOTOPOro COAEPXUT CAeAYLUA TeKCT:
OTcyTCcTBYeT Tpaduk Ha TO4YKe MOHMTOpMHra . B onmcaHum cobbiTus yKasaHa ANNTENIbHOCTb OTCYTCTBUSA
TpahrKa, UM TOYKN MOHUTOPUHIa U CETEBOW UHTepdeNnc, Ha KOTOPbIN He MOoCTyrnaeT TpaguK.
PaboToCnocoBbHOCTb TOYKN MOHUTOPUHIA MOXHO NpoBepuTb B Beb-nHTepgence KICS for Networks
B pa3aene "MapameTpbl - Pa3BepTbiBaHMe". [lepBbiM OE/0M, HY)XHO ybeanTbCHd, 4TO TOYKa
MOHUTOPUHIa BKJIOYEHaA N eé cTaTyc oTobpaxkaeTcsa kKak "OK". Takxe obpaTuTe BHUMaHME Ha
3Ha4YeHne CKOPOCTU TpadmKa, 3TO 3Ha4YeHne OOJ/IKHO OT/INYaThCA OT HyS.

Takxxe B HacTpomkax OC nocMoTpuTe, 4YTO CeTeBOM MWHTepdenC npaBUJILHO HACTPOEH.
lMpoBepbTe HAaCTponKK IP-agpeca, Mackm NOACETU W LWJIKO3a.
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MepBbIM AENOM HY>XHO ybeanTecb, 4TO ceTeBOM Kabenb Noak/lo4YeH K COOTBETCTBYOLLLEMY
Ethernet-nopTy ceTeBoro nHTEpenca To4KN MOHUTOPUHIA N MPOBEPbLTE, YTO ceTeBon Kabesb
MCNpPaBeH U HAAEXHO NOAKJIOYEH.

Mpn NOoOKAYEHUN TOYKN MOHUTOPUHIa K CET@BOMY KOMMYTAaTOPY MPOMbILLUIEHHON CETU, HYXXHO
ybenonTtech, 4TO Ha KOMMYyTaToOpe MPaBWIbHO HAaCTPOEHO 3epKaJsimpoBaHue Tpadcduka (SPAN).
Ybeontecb, 4TO TpadukK nepeHanpaBsgeTCca Ha MopT, K KOTOPOMY MOOK/OYEHA TOYKa
MOHUTOPWHra. ns 3Toro nocMoTpuTe coctossHne SPAN-ceccmm C NOMOLLbIO Crefyowen KoMaHabl:

#show monitor session <Homep ceccuu>

B BbIBOAE HY>XHO ybeanTbCs, ceccus akTuBHa (Session Status : Active), n npoBepuTb, NPaBUIIbHO
N yKasaHbl NopTbl nam VLAN-bI UCTOYHUKa (Source Ports) n nopT Ha3Ha4veHus (Destination Ports).

Ons Toro, 4Tobbl ybeomTbCsA, 4TO nNepefada Tpaduka peannsoBaHa KOPPEKTHO, HYXKHO
BocCrnosib3oBaTbcs MO ana aHanusa Tpaduka , Hanpumep, Wireshark, 4Tobbl 3anucate PCAP-cann.
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Mpwn aHannse PCAP-ainn Bbl JO/KHbLI y6eanTbcs, 4To:

e KoH(purypaumm koMmmMmyTaTopa BbIMOJIHEHLI KOPPEKTHO.

e B 3axBa4yeHHOM Tpaduke [OJIKHbI MNPUCYTCTBOBATb OOblYHble OAHOAAPECHble MNaKeThbl
(Hanpumep, ping wnu HTTP-3anpockl). Ecanm  Bbl BUAWTE B OCHOBHOM  TOJIbKO
LMpokoBelaTesibHble ARP-3anpocChl, 3TO NPU3HaK HEBEPHOW HaACcTpomkn SPAN.

e Tpahuk, NPOXoAAaLLNA Yepe3 KOMMYTaTop, OTHOCUTCS K 0671aCTN MOHUTOPUHT .

e MpucyTcTBYIOT B Tpauke OT-NPOTOKOJIbI.
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Ecnn no ntory aHannsa Tpadhmka BCe YC/IOBUA BbIMOJIHATCA KOPPEKTHO, HO TpadhPpuK Tak 1 He
nocTynaeT Ha To4ky MmoHuTopuHra KICS for Networks obpaTtuteck B cnyxby TeXHNYECKON

nogaep>xxkn 4yepes Kaspersky CompanyAccount.
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B cnucke yBegomneHuin o npobneMax B paboTe nporpaMmbl rnosiBAseTcs coobLieHne 0 HapyLleHnn
paboTbl 13-3a 0OHAPY>XXEHHbIX NPOB/IEM Ha TOYKE MOHUTOPUHIA.

Kak npasuno, coctosaHne Owmnbka Ha TOYKe MOHUTOPUHIra MoxXeT BbITb CBA3aHa Npexae Bcero ¢
Hernoo4ep>XMBaeMbiM OMnepaLnoHHbIM cocTodaHMem (operational state), B KoTopoM HaxoguTcs
ceTeBon wuHTepgenc. YT1obbl TOYKa MOHMTOPMHIa KOPPEKTHO (YHKLMOHMPOBaNa CeTeBOMN
NHTepdenc [O/MKEH HAXOAUTbLCA B OMepaunoOHHOM COCTOosAHUM UP. Ecnn ceTeBon WHTepdenc
HaxoauTcsa, Hanpumep, B cocToaHun UNKNOWN, TO p[aHHoe COCTOSAHME NepeBOAAT TOYKY
MOHUTOPUHra B cocTosHMe Owmnbka 13-3a BO3MOXKHbIX nMpobnem npu nonyyvyeHun mnm obpaboTtke
CeTeBbIX MNaKeToB.

MpoBepuTb COCTOAHME CETEBOro WHTepdenca MOXHO C MNOMOLWbI KOMaHA ip link. Ha
npobnemMHoOM ceTeBOM NHTepgence Hanbosiee BEPOATHbI CaeaytoLie onepaunoOHHbIE COCTOAHNUS:

e DOWN. B 3TOM CJ/ly4ae Bbl MOXKETe rnepesecTu nHTepdenc B onepaumoHHoe coctosaHne UP
C NMOMOLLbIO KOMaHAbl:
sudo ip link set <umsa uHTepdeica> up

e UNKNOWN. Takoe onepaunoHHOEe COCTOAHME MOXeT ObiTb CBA3aHO C HernpaBWbHbIM
nobasneHneMm wuHTepdenca. Hanpumep, B cocTtosHum UNKNOWN wmoryT paboTaTb
ceTeBble nHTepdencel, nobasngaemble MO yMON4aHMIO Ha BUPTyasabHON MawmnHe VMware.
B 3ToM cnyvyae pekomeHayeTcs 3aHOBO A06aBUTbL (co3paTb) ceTeBonM uHTepdenc c
npaBuJbHbIMM MNapaMeTpaMu, WUCMONb3ys COOTBETCTBYKOLWME cpeAcTBa nasa paboTbl C
ceTeBbIMUN NHTephencamn.

Mocne TOro, Kak Mbl MepeBesin CeTEBON UHTepdenc B cocTossHne UP, HYy>XHO nepenTn B pasgen
pa3gene "MapaMmeTpbl - Pa3BepTbiBaHUe" 1 NOCMOTPETb COCTOAHNE TOYKUN MOHUTOPUHTA.
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MNepen npoBedeHWe MNPOPUAAKTUYECKUX W MYCKOHaNago4HbiX paboT Hy>XHO BbIOpaTb OOMH U3
cnenyumMx BAPUaHTOB peLleHns npobiemsi:

e OCTaBUTb BKJIKOYEHHbBIMW BCE TOYKW MOHMTOpUHra Ha CepBepe M Ha CeHcopax
nporpamMmmbl. B 3TOM cnydyae npu NpoOCMOTPE CBEAEHUN O COBLITUAX U B3aMMOAENCTBUSX
YCTPONCTB Y4YUTbIBAUTE BpeMs U rMepeyvyeHb MNPOBOAUMbBIX MPOPUNAKTUYECKUX W
NyCKoHanafo4YHbIX paboT.

e BbIK/IIOYNTb TOYKM MOHUTOPUHIa, Ha KOTOpble MNOCTynaeT TpaduK M3 CErmMeHTOoB
NMPOMBbILLUNEHHON CETU, rae NPOBOAATCA NPOPUIaKTUYECKNE N NYCKOHaNaA04YHble paboThl.
Hanpumep, ecnm paboTbl MpoBOAATCA B OOHOM LieXe, Bbl MOXETe BbIKJIOYNTb TOYKY
MOHMTOPUWHIa, Ha KOTOPYIO MOCTynaeT Tpauk U3 3TOro Lexa, U 0OCTaBUTb BKJIIOYEHHbIMU
BCE OCTaJIbHble@ TOYKN MOHUTOPUHIa.

e BbIKNIOYNTb BCE TOYKM MOHUTOPUHIa Ha BCEX y3/Jax C YCTAaHOBNEHHbIMU KOMMOHEHTaMu
nporpaMmmbl. Bbl MoXxeTe BblbpaTb 3TOT BapuaHT, ecan npouiakTU4yeckme u
nyCKoHanago4YHble paboTbl NMPOBOAATCSA BO BCEN MPOMbILLUIIEHHOWN CETU.

Ecnn Bbl Bbl6paJ'II/I BapPMaHT BbIKJTOYNTb TOYKN MOHUTOPWHI A, Cpa3y »Ke Nnocsie OKOHYaHuA pa60T He
336y,ﬂ,bTe NX BKIHOHYNTDb.

ObpaTuTe  BHMMaHWE, YTO  3JI0YMbILLJIEHHUKN MOryT  fonblTaTbCAa  MNOJY4YUTb
HECAaHKUWOHMPOBAaHHbIN [OCTYN K CeTU WMEeHHO B nepuon MpohuiakTUH4eCcKnx u
nycKoHanago4Hblx pabor Ha ACY TMN. ONa NPUHATUA pPEeLUeHUS O BbIKJIOYEHUN TO4eK
MOHMUTOPMHIa pPYKOBOACTBYMWTECb pernamMeHTamm wu npouepgypamm pna obecneyeHuns
6e30MacHOCTUN, MPUHATBLIMWU Ha BalleM NpeanpusaTun.

B cny4yae, ecnim nameHmnncb B npouecce paboT cocTas uaM napaMmeTpbl ceTeBoro obopynosaHus
npombiwneHHon ceTtm (Hanpumep, MAC-agpeca wnu IP-agpeca), BHecuTe COOTBETCTBYyHOLME

M3MeHEeHUA O0N1d KOHTPOJIA NnpoLuecca, KOHTPOJiA B3aMMOLENCTBUN U KOHTPOJIA aKTNBOB.
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Mpexaoe BCero Hy>XHO ybeanTbCHA, 4YTO CepBep YAOOBJIETBOPSAET anmapaTHbIM M MPOrpaMMHbIM
TpeboBaHuAM. Onsa KkoppekTHon paboThl KICS for Networks Hy>kHo:

1. OcBoboanTb Ha >»XECTKOM [UCKEe KOMMbitoTepa [OCTaToYHbIM 0B6beM NpPOCTPaHCTBA,
COOTBETCTBYOLLNA MUHUMANbHBLIM TpeboBaHUaM K 06bemMy cBo60AHOrO NPOCTPAHCTBA, a
WMEHHO: Ha cepBepe o0b6beM CBOOOAHOrO MPOCTPAHCTBA Ha »XecTKoM aucke: 750 b u
aonosnHuTenbHo no 250 I'b Ang Ka)kaom TOYKM MOHUTOPMHIA Ha 3TOM KoMMbiloTepe. Ha
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ceHcope - ob6bem ceBoboaHOro NpoCcTpaHCTBa Ha XXecTkom gucke: 50 'b n no 250 b gns
Ka)XA0W TOYKN MOHUTOPUHIa Ha 3TOM KOMMbloTepe.

2. MNepe3anycTntb cepsBuchbl, obecne4ymBawwme paboty komnoHeHToB KICS for Networks
(Mpwn nepesarpys3ke KoMMnbloTEpPa, KOTOPbLIN BbINOJHAET yHKUMKM CepBepa nuau ceHcopa,
MPONCX0ONT aBTOMaTU4YeCKuin 3anyck koMmnoHeHToB KICS for Networks).

[laHHoe npepynpexneHne o cepTudmrkaTe 6€30MacHOCTU BO3HMKAET B CAeACTBUM TOro, 4TO Ha
Beb-cepBepe WCMOoJSib3yeTcss CaMoMnoAnUCaHHbIN cepTudukaT. Ona Toro, 4Tobbl MNOAYYUTb W
MCNOIb30BaTb [LOBEPEHHbIN CEPTUUKAT HY)KHO 0BpaTUTbLCS K CUCTEMHOMY aAMMHUCTPATOPY
Bawlen opraHmsauumun. Cnepywowmm warom 6yneTt pobaeneHne nns Beb-cepBepa [OBEPEHHOrO
cepTuduKaTa, AN 3TOro HY>XKHO rnepenTn B pasaen NMNapameTpbl » CepBepbl NOAKIIOHYEHUN.

Ecnn SPAN-Tpaduk opraHnu3oBaH 4Yepes nopThbl, TO NEPBbIM OE/I0M HY>XXHO MOCMOTPETb Kyaa uayT
dunsnyeckn nopTbl 1 ybeanTbCa B KOPPEKTHOCTU noakntoveHns. Ecnm SPAN-Tpadumk opraHmsoBaH
yepe3 VLAN, TO HYy>KHO NOCMOTPETb Kakue nopTbl noakaodeHbl K VLAN KopnopaTUBHOIo cerMeHTa
1 Kakue nopTbl noaknoyveHbl K VLAN NpoMbILLIZIEHHOrO CerMeHTa.

[anee Hy>XHO NPOBEPUTb KOHPUIYypaLMIO TEKYLLMX HAaCTPOEK KOMMYyTaTopa C NOMOLLbIO
cnenytoLlen KoMaHabl:

#show monitor session all

B BbiBOOEe ybenonTech, 4TO B CNUCKE NCXOAHbIX MOPTOB nan VLAN HET NNLWHKX.

B HeKOoTOpbIX KOMMYyTaTOpaxX MOXHO HacTpouTb punabTpaumnio no VLAN. Hanpumep, BaM HY>XHO
MOHUTOPUTb Tpaduk TosibKo B onpeneneHHon VLAN, He 3epkanupysi BeCb TpaHK. Las 3Toro,
HarnpuMep, Ha KOMMyTaTopax Cisco eCTb KOMaHAa:

#filter vlan [Homep VLAN]

Onsa Toro, 4tobbl y6eanTbcs, 4TO Nepenavya Tpaduka peanmloBaHa KOPPEKTHO, BOCMOJb3YNTECH
MO pns aHanm3a Tpaduka , Hanpumep, Wireshark, 4Tobbl 3anucaTe PCAP-chann. Mpu aHanmse
PCAP-thainn Bbl fO/KHbI ybeanTbCs, 4To:

e KOH(Urypaumm KoMMyTaTopa BbINOJIHEHbI KOPPEKTHO.



e Tpapuk, NPOXoAAaLLNA Yepe3 KOMMYTaTop, OTHOCUTCA K 061aCTN MOHUTOPUHT .
e MpucyTcTBYIOT B Tpadpmke OT-NPOTOKOIbI, NCMOb3yeMble B 06/1aCTV MOHUTOPUHTA..

Ons saToro ckayumeaeM MO Wireshark n yctaHaBnmBaeM ero. locne 4yero npoaenbiBaem cienytouime
warwu:

1. 3anyctuTe nporpaMmMy n Haxxmute KHornka Onunn 3axsata B WireShark,
image.png

2. Bbibepute oAMH NN HECKOJIbKO CeTEeBbIX MHTEP(dENCOB, C KOTOPbLIX HY>XHO cobpaTb noru, u
HaxmuTe CtapT. YT06bI BbLIOPATb HECKONILKO ceTeBblX WHTepdencos, 3axmute Ctrl Ha
KJaBuaType 1 nocaenoBaTesibHO BbibMpanTe HeobxoanMble MHTEP(ENCHI U3 CMNCKA, HAaXXUMasa Ha
HUX NEeBON KJIaBULLEN MbILLWN.

Mpn BbibOpe ceTeBOro wuHTepdenca OpueHTUpynTecb Ha rpaduk akTuBHoCTU, mnbo
npenoBapuTesibHO BbIMOJHUTE KoMaHay ipconfig /all n nocmoTpuTe, KakoMy wuHTepdency
COOTBETCTBYET OCHOBHOW IP-agpec KoMnbloTepa.
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4. Bocnpou3eeguTte npobnemy.

5. Ha)xmute KHonka OcTaHoBUTbL 3axBaT nakeToB B Wireshark,
image.png

6. Haxnte dawnn —» CoxpaHUTb KaK W COXpaHUTe norum B dopmaTe no ymosydaHuw. [Hanee
MpoaHanM3npynTe NOrM CamMoCcToSATesIbHO, b0 obpaTuTech B CAy>XOy TeXHUYECKON Nonaep XKu

yepes Kaspersky CompanyAccount.
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