Troubleshooting

B naHHOM pa3gesne onucbiBaeTcs npouecc cbopa nHbopMaLumm ans obpalleHns B TEXHUYECKYHO
NoALEPXKKY

e PewleHne Hanbonee yactbix npobnem c KICS for Networks

e MNonyyeHne nHgpopmaumnm ¢ KICS for Networks gnsa obpawieHns B TEXHUNYECKYIO

noanepXKy

e [1paBunJI0 OhopMIIEHUSA 3aMpoca B TEXHNYECKYIO NOOOEPXKKY

e [MonyyeHune nHgpopmaumm c KICS for Nodes ans obpallleHUs B TEXHUYECKYO NOAAEPKKY

o Kaspersky Industrial CyberSecurity for Windows Nodes

o Kaspersky Industrial CyberSecurity for Linux Nodes

e PykoBoacTBO Mo cbopy NIOroB € YCTPONCTBA NPWY BO3SHUKHOBEHUW NMpobiem C YCTaHOBKOW

KICS for nodes (windows)
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Mporpamma 3apeructpmpoBana cobbiTne, onucaHme KOTOPOro COAEPXUT CAeAyLUA TeKCT:
0TCcyTCTBYeT Tpaduk Ha TO4YKe MOHUTOpMHra . B onmcaHum cobbiTus yKasaHa ANNTENbHOCTb OTCYTCTBUSA
TparKa, UM TOYKN MOHUTOPUHIa U CeTEBOW UHTepdenc, Ha KOTOPbIN He MocTyrnaeT TpaduK.
PaboToCnocobHOCTb TOYKN MOHUTOPUHIA MOXXHO NMPoBepuUThb B Beb-nHTepgence KICS for Networks
B pa3gene "MapameTpbl - Pa3sBepTbiBaHue". [lepBbiM AesioM, HYXXHO ybeauTbCsA, 4TO TO4Ka
MOHUTOPUHIa BKJOYEHa N eé cTaTyc oTobparkaeTca Kak "OK". Takxe obpaTuTe BHUMaHME Ha
3Ha4yeHne CKoOpoCTn TpaduKka, 3TO 3Ha4YeHMEe A0JDKHO OT/INYaTbCA OT HY 4.

Takxe B HacTpomkax OC nocMoOTpuTe, 4YTO CeTeBOM UHTepdenC npaBUJZIBHO HACTPOEH.
MpoBepbTe HacTponkun IP-agpeca, Mackmn NOACETM M LWIKO3a.
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MepBbIM AefIoM HY>XXHO ybeanTech, 4TO ceTeBon Kabenb noak/oyeH K COOTBETCTBYIOLLIEMY
Ethernet-nopTy ceTeBoro nHTEpgenca ToO4KN MOHUTOPUHIA M NPOBEPbLTE, YTO ceTeBon Kabenb
NCMpPaBeH N HaleXHO NOAK/OYEH.

Mpv NOOKNOYEHUN TOYKN MOHUTOPUHIa K CEeTEeBOMY KOMMYTaTOPY MNPOMbILLUJIEHHOW CeTU, HY>XXHO
ybeonTecb, 4TO Ha KOMMyTaTope MpaBWUbHO HAaCTPOEHO 3epKanupoBaHue Tpaduka (SPAN).
Ybenutecb, 4TO TpadukK nMepeHanpaBnseTCAa Ha MNopT, K KOTOPOMY MOAKIOYEHA TO4Ka
MOHUTOPUHIra. 5 3TOro nocMoTpuTe coctossHne SPAN-ceccum C NOMOLbLIO C/IeAyoLWEeNn KOMaHAbI:

#show monitor session <HoMep ceccuu>

B BbiBOAE HY)XHO ybeaunTbCs, ceccnsa akTuUBHa (Session Status : Active), n npoBepuTb, NpaBUIIbHO
N1 yKasaHbl nopTbl nan VLAN-bI ucTo4YHUKa (Source Ports) n nopT Ha3Ha4veHus (Destination Ports).

Ona Toro, 4Tobbl ybeamTbCsA, 4TO nepepada Tpadumka peannsoBaHa KOPPEKTHO, HYXKHO
BOCMosib3oBaThcs MO ans aHanusa Tpaduka , Hanpumep, Wireshark, 4tobbl 3anucate PCAP-cann.
Mpwn aHanuse PCAP-ann Bbl A0JIXKHbI ybeanTbcs, 4To:
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e KoHurypauum koMmmMyTaTopa BbINMOJSIHEHLI KOPPEKTHO.

e B 3axBa4yeHHOM Tpaduke [OJIKHbI MNPUCYTCTBOBATb OObIYHbIe OAHOAAPECHble MNaKeThbl
(Hanpumep, ping wnu HTTP-3anpockl). Ecnanm  Bbl BUAWTE B OCHOBHOM  TOJIbKO
wnpokoBelaTesibHble ARP-3anpochl, 3TO NPU3HaK HeBepHOW HacTpomkm SPAN.

e Tpachuk, NPOXoaALLMNA Yepe3 KOMMYTATOpP, OTHOCUTCA K 061aCTV MOHUTOPUHIA.

e [MpucyTcTBYOT B Tpaduke OT-NPOTOKOIbI.
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Ecnn no utory aHanm3a Tpaduka BCe YyCI0BUSA BbIMOJHATCA KOPPEKTHO, HO Tpaddunk Tak n He
nocTynaeT Ha To4ky MmoHuUTopuHra KICS for Networks obpaTuteck B cnyxby TeXHNYECKON

nogaep>xkun vyepes Kaspersky CompanyAccount.
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B cnucke yBegomneHuin o npobnemax B paboTe nporpaMmbl rnosiBaseTcs cooblieHne o HapyLleHun
paboTbl 13-32 06HApPY>XEHHbIX NPOH/IEM Ha TOYKE MOHUTOPUHIA.

Kak npaBuno, coctosaHune Owmnbka Ha TOYKE MOHUTOPUHIa MoxeT BbITb CBSi3aHa Npexxae Bcero ¢
Hernoa4ep>XMBaeMbIM OMNepaLMoHHbIM cocTosdAHMem (operational state), B KoTopoM HaxoauTcs
ceTteBon wuHTepdenc. YT1obbl TOYKa MOHUTOPMHIa KOPPEKTHO (PYHKLMOHMPOBaNa CeTeBOMn
MHTepdenc O0/HKEH HaXxoOAUTbCA B OMepaunMoOHHOM COCTOSAHUW UP. Ecnn ceTeBon UHTepdeinc
HaxoguTcs, Hanpumep, B coctosaHum UNKNOWN, To paHHOe COCTOsHMEe NepeBOodAT TOYKY
MOHUTOPUHra B cocTosHme Owmnbka n3-3a BO3MOXKHbIX npobnem npu nonyyvyeHun mnm obpaboTtke
ceTeBbIX NaKeTOoB.

MNpoBepUTbL COCTOSIHUE CEeTeBOro MHTepdenca MOXHO C MOMOLbi KOMaHA ip link. Ha
npobsieMHOM ceTeBOM NHTepdelice Hanbonee BEPOSATHbI CleayoLine ornepauoHHble COCTOAHUS:

e DOWN. B 3TOM Ccny4ae Bbl MOXXeTe nepeBecTn nHTepdenc B onepaunoHHoe coctosiHne UP

C NOMOLWWbIO KOMaHObI:
sudo ip link set <umsa uHTepdenca> up

e UNKNOWN. Takoe onepaunoHHOe COCTOosiHMe MOXeT 6biTb CBSI3aHO C HEMpaBUJIbHbIM
nobasneHvem wuHTepdenca. Hanpumep, B cocTtoaHum UNKNOWN wmoryT paboTaTb
ceTeBble NHTepdencol, gobaBnsemMbie MO YMONYaHUIO Ha BUPTYyasibHOW MawmnHe VMware.
B a3Tom cnyyvae pekomeHAayeTcs 3aHOBO pnobaBuTb (co3paTh) ceTeBOW UHTepdenc ¢
npaBuJbHbIMM MNapaMeTpaMu, WUCMOJb3ys COOTBETCTBYOLWME cpeacTBa nnsa paboTbl C
ceTeBbIMU NHTepdencamn.

MNMocne Toro, Kak Mbl NepeBesIN CEeTEBON UHTepdenc B cocTossHne UP, HY)KHO NnepenTn B pasgen
pa3nene "MapameTpbl » Pa3BepTbiBaHMe" 11 MOCMOTPETb COCTOAHNE TOYKN MOHUTOPUHTA.
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MNepen npoBefeHMe NPOMPUIAKTUHECKUX U MYCKOHaNaAo4YHbIX paboT Hy»XHO BbibpaTb OAWMH U3
cllegyrouwmx BapnaHToB peLleHns npobnemol:

e OCTaBUTb BKJIIOYEHHbLIMU BCE TOYKWM MOHUTOpUHra Ha CepBepe M Ha CeHcopax
nporpamMmmbl. B aTOM cny4ae npu NnpocMoTpe CBeAeHUn 0 cobbITUSX U B3aUMOLAENCTBUAX
YCTPONCTB Yy4uTbiBalTe BpeMsa W MepevyeHb MNPOBOAUMbBIX MNPOPUNAKTUYECKUX W
MyCKOHala4o4HbIX paboT.

e BbIK/IIOYNTb TOYKM MOHUTOPUHIA, Ha KOTOpble MnocTynaeT Tpaduk U3 CErMeHTOoB
NPOMbILLUNEHHOW CeTU, FAe NPOBOAATCA NPodunakTUYecKme n NnycKoHalano4Hble paboThl.
Hanpumep, ecnn paboTbl MpoBOAATCA B OOHOM LIEXE, Bbl MOXXETE BbIKJIOYUTb TOYKY
MOHWUTOPMWHIa, Ha KOTOPYIO MOCTyNaeT TpadurK M3 3TOro Lexa, U OCTaBUTb BKJIIOYEHHbIMU
BCE OCTaJIbHble TOYKN MOHUTOPUHIa.

e BbIK/IIOYNTb BCE TOYKN MOHUTOPMHIa Ha BCEX y3/JlaxXx C YCTAaHOBJIEHHbIMW KOMMOHEHTaMMU
nporpamMmmbl. Bbl Mo)XeTe BblibpaTb 3TOT BapuaHT, ecanm npouiakTU4eckne u
MyCKOHanago4Hble paboThl MPOBOAATCHA BO BCEN MPOMbILLUIEHHON CETU.

Ecnu Bbl BbIBpann BapuaHT BbIKIIOYUTb TOYKM MOHUTOPUHIA, Cpa3y »e nocsie OKOHYaHus paboT He
3abyOobTe UX BKJIOYAUTD.

ObpaTuTe  BHUMaAHME, YTO  3JI0YMbILUJIEHHUKN MOryT  nonbiTaTbCAa  MOJIYYUTb
HEeCaHKLUMOHNPOBAHHbLIA O0CTYN K CeTU WMEeHHO B rMepuon npodhuiakTUYeckKnx u
nyckoHanago4Hblx pabot Ha ACY TM. ONA NPUHATUA pELUEeHUS O BbIKJIOYEHUN TO4eK
MOHUTOPMHIa pPYKOBOACTBYMWTECb pernameHTamm u npouepgypamm pna obecneyveHus
6e30MacHOCTUN, MPUHATBLIMWU Ha BalleM NpeanpusaTun.

B cnyyvae, ecnm n3MeHUANCb B npouecce paboT cocTaB mam napamMeTpbl ceTeBoro obopynoBaHUs
npoMbllLNeHHon ceTu (Hanpumep, MAC-apgpeca wan IP-agpeca), BHecuTe COOTBETCTBYylOLLME

M3MEHEHNA ON1A KOHTPOJA MNnpoLuecCa, KOHTPOJiA B3aMMOOENCTBUN U KOHTPOJ14 aKTNBOB.
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Mpexxae Bcero Hy»XHo ybenmTbCs, YTO CepBep YAOBNETBOPSET anmnapaTHbIM M NPOrpaMMHbIM
TpeboBaHumAM. Ona koppekTHon paboTbl KICS for Networks Hy>kHo:

1. OcBob6OaNTbL Ha >XECTKOM [JUCKe KOMMbloTepa AOCTaTO4YHbIA 06bEM NpPOCTPaHCTBA,
COOTBETCTBYOLWMNN MUHUMaNbHbIM TpeboBaHMAM K 06beMy cBOBOAHOrO NMPOCTPaHCTBA, a
MMEeHHO: Ha cepsepe obbeM cBOOOAHOro MPOCTPAHCTBA Ha »XeCTKoM Aucke: 750 b u
aononHuTenbHo no 250 b gns Kakaom TOYKM MOHUTOPMHIA Ha 3TOM KOoMMbloTepe. Ha
ceHcope - 06bem cBob6oOgHOro NMPOCTpaHCTBaA Ha XXeCcTkoMm aucke: 50 'b n no 250 'b gns
Ka)X40W TOYKN MOHUTOPUHIa Ha 3TOM KOMMbloTepe.

2. MNepe3anycTuTb cepBuchbl, obecnevymsatowme paboty komnoHeHToB KICS for Networks
(Mpwn nepesarpyske KoOMMNbiOTEPaA, KOTOPbIA BbINOJIHAET (PyHKUUM CepBepa uian ceHcopa,
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MPONCX0ONT aBTOMaTU4YeCKuin 3anyck komnoHeHToB KICS for Networks).

HaHHoe npeaynpexneHne o cepTugukaTe 6€30MacHOCTN BO3HMKAET B C/eACTBMU TOro, YTO Ha
Beb-cepBepe WCMOJb3yeTcsi CaMoMoAnNuUCaHHbIA cepTudukaT. Ona Toro, 4Tobbl MNOAYy4YUTbH W
MCNOIb30BaTb [OOBEPEHHbIA CEPTUMUKAT HY)KHO 0BpaTUTbCS K CUCTEMHOMY aAMMHUCTPATOPY
Balwen opraHmsaumn. Cnegywwmm warom bynet pobasneHne ansa Beb-cepBepa [OBEPEHHOro
cepTudmKaTa, OS5 3TOro Hy>KHO NepenTn B pa3nen NMNapameTpbl - CepBepbl NOAKAIOYEHUN.

Ecnn SPAN-Tpaduk opraHnu3oBaH 4Yepes nopThbl, TO NEPBbIM OE/I0M HY>XXHO MOCMOTPETb Kyaa uayT
dunsnyeckn nopTbl 1 ybeanTbCa B KOPPEKTHOCTU noakntoveHns. Ecnm SPAN-Tpadumk opraHmsoBaH
yepe3 VLAN, TO Hy>KHO NOCMOTPETb Kakue NopTbl nogkadeHbl K VLAN KopnopaTUBHOIo cerMeHTa
M Kakue nopTbl noakaodeHbl K VLAN NpoMbILLIJIEHHONO CerMeHTa.

Hanee Hy>XHO NPOBEPUTb KOHPUIYypaLMIO TEKYLLMX HAaCTPOEK KOMMYyTaTopa C NOMOLLbIO
cnenytoLllen KoMaHabl:

#show monitor session all

B BbiBOOEe ybenonTech, 4HTO B CNUCKE NCXOAHbIX NOPTOB nan VLAN HET NNLIHNX.

B HeKOTOpbIX KOMMYyTaTOpaxXx MOXHO HacTpouTb punabTpaumntio no VLAN. Hanpumep, BaM HY>XHO
MOHUTOPUTb Tpaduk TosibKo B onpegeneHHon VLAN, He 3epKanupys BeCb TpaHK. Ona 3Toro,
Harnpumep, Ha KOMMyTaTopax Cisco eCTb KOMaHAa:

#filter vlan [Homep VLAN]

Onsa Toro, 4tobbl y6eanThbcs, 4TO Nepenavya Tpaduka peanmloBaHa KOPPEKTHO, BOCMOJb3YNTECH
MO pna aHanusa Tpaduka , Hanpumep, Wireshark, 4Tobbl 3anucatb PCAP-cdhann. MNpu aHanmie
PCAP-chainn Bbl [O/KHBLI ybeanTbCs, 4TO:

e KOH(Urypaumm KoMMyTaTopa BbINOJIHEHbI KOPPEKTHO.
e Tpauk, NPOXOASALLNNA Yepe3 KOMMYTAaTop, OTHOCUTCS K 061aCTVU MOHUTOPUHrA.
e MpucyTcTBYIOT B Tpaguke OT-NPOTOKOJIbI, UCMOJIb3yeMble B 06/1aCTV MOHUTOPUHIA..

Onsa storo ckaymeaem MO Wireshark n yctaHaBamBaemMm ero. llocsie 4ero npoaenbiBaemM cnegytouime
warmu:



1. 3anycTuTe nporpamMmMy n Haxxmute KHornka Onuun 3axsaTta B WireShark,
image.png

2. Bboibepute oANMH NN HECKOJIbKO CeTEeBbIX MHTEP(dENCOB, C KOTOPbLIX HY)XHO cobpaTb noru, u
HaxmunTe CTapT. YT06bLI BbLIOPATb HECKONLKO ceTeBbiX WHTepdencos, 3axmute Ctrl Ha
K/aBuaType 1 nocnenoBaTesibHO BblibnpanTe HeobxoanmMble MHTEPGENCHI U3 CMNCKA, HAaXXUMasa Ha
HUX NEBOWN KJIaBULLUEN MbILLN.

Mpn BbibOpe ceTeBOro uHTepdenca OpuUeHTUpPynTecb Ha rpaduk akTueBHoCTU, mnbo
npenBapuTesibHO BbIMOJHUTE KoMaHAy ipconfig /all n nocmoTpuTe, KakoMy WHTepddency
COOTBETCTBYET OCHOBHOW IP-agpec KoMnbloTepa.
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4. Bocnpou3eeauTte npobnemy.

5. Ha)xmute KHonka OcTaHoBUTbL 3axBaT nakeToB B Wireshark,
image.png

6. Haxnte dawnn — CoxpaHUTb KaK W COXpaHUTe nornm B dopmaTe no ymosydaHuwo. Hanee
MPoaHanM3npynTe NOrM CamMoCcTOSATesNbHO, MO0 obpaTuTech B CNy>KOy TeXHUYECKOW noaaep kKu

yepes Kaspersky CompanyAccount.
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Cneunanuctbl Cnyxbbl TexHn4yeckon nogaepxkn "Jlabopatopum Kacnepckoro" moryTt
3anpocuTb y Bac XypHanbl Kaspersky Industrial CyberSecurity for Networks n gpyrune
JaHHble CUCTEMBbI.

JKypHanbl pacnonaratoTca Ha KOMMbOTEpPax C YCTaHOBJIEHHbIMU KOMMNOHeHTaMun Kaspersky
Industrial CyberSecurity for Networks. CBegeHns o oupekTopusax s XpaHeHUS XXYpPHa0B

npencTaB/ieHbl B CTaTbe OUPEKTOPUN O/t XPaHEHUS OAHHbIX MPOrpaMmbl.

Ona poctyna K >KypHasam Hy>KHO MMEeTb root-npaBa B OnepaLuoHHON cucTeme.

Takxe cneumannucTtbl Cny>xbbl TEXHNYECKON Moaaep>xkun "JlabopaTtopum Kacnepckoro"
MOryT 3aNpOCUTb AOMOJIHNTEIbHbIE LAaHHbIE O KOMMOHEHTAaX NPOrpaMMbl. OTU LaHHbIE
MO>XHO MOJIY4UTb C MOMOLLbIO CKPUNTa LLeHTPasIM30BaHHON YCTaHOBKM KOMMNOHEHTOB
nporpammsl kics4dnet-deploy-<Homep Bepcuu nporpammbi>.bundle.sh nam ¢ noMoLbio
cKpunTa AN JIoKasIbHOro 3anycka kicsdnet-gather-artefacts.sh, KoTopbln HaxognUTCA Ha
KOMMblOTEepe C YCTaHOBJIEHHbIM KOMIMOHEHTOM MNPOrpaMmMbl B SUPEKTOPUN
/opt/kaspersky/kics4net/sbin/.

CobpaTb AaHHble ang cneunannctoB Cnyxbbl TexHMYeCcKon noaaepxku "Jlabopatopum
Kacnepckoro" Mo)xHO AByMSa cnocobamu:

e C MOMOLLbIO CKPUNTa LEHTPaIM30BaHHOMN YCTaHOBKN KOMMNOHEHTOB nporpamMmmbl kKics4net-
deploy-<HoMmep Bepcum nporpammbl>.bundle.sh

e C MOMOLLbLIO CKpUNTa 414 JIoKanbHOro 3anycka kics4net-gather-artefacts.sh, kotopoii
HaxXo04UTCHA Ha KOMMblOTepe C yCTaHOB/IEHHbIM KOMMNOHEHTOM NPOrpaMMbl B AMPEKTOPUN
/opt/kaspersky/kics4net/sbin/

YT100bl MOYy4YNUTb AaHHbIE O KOMMOHEHTAX MPorpamMMbl C MOMOLLbLIO ckpunTa kics4net-deploy-
<HOMep Bepcum nporpamMmmbl>.bundle.sh BeinoNHUTE Crieaytowme waru

1. Ha KoMnbloTepe, C KOTOPOro BbIMNOJHANACL LLleHTPaIM30BaHHAa yCTaHOBKaA, NepengnTe B
ANPEKTOPUIO C pacnakoBaHHbIMUY (haslaMn CKPUNTOB U MAaKeTOB AJ1s1 YyCTAaHOBKM,
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npoBeEPKNU N yaaJiIeHNA KOMMNOHEHTOB NporpamMmsbl, BXOOALLNX B KOMIMJIEKT NMOCTaBKU.

®dannbl HaXoAATCA BO BJIOXKEHHOW AnpekTopun kics4net-release_<Homep Bepcuu
nporpammbl>/linux-astra.
2. BBegnte KoMaHpLy:

bash kics4net-deploy-<HoMep Bepcuu nporpamme>.bundle.sh --gather-artefacts -

<napameTp> <uWMs LOUPEKTOopUU>

roe:
e < napameTp > - onpenenseT peXxum NoJyvyeHUs OaHHbIX.
MpenycMoTpeHsbl criefylowme napamMmeTpbl:
o a - ON4 NMoJly4eHUs BCeX OaHHbIX;
o ¢ - 4N noJlyvYeHns OaHHbIX 0 cepTuduKaTax;
o i - ANS NOJy4YeHUs OaHHbIX 0 KOHUrypaumum obHapy>XeHns BTOP)XKEHUN;
o t - 4ONng nonyyveHuns pannos famna Tpaduka.
e < uMA OupeKkTopuM > — UMSA OUPEKTOPUU LN KONUPOBAHUA apXUBHLIX (harioB C
OaHHbIMU.
3. B npurnaweHmnsax SSH password KM BECOME password BBEAMTE MapoJsib YYETHOW 3anucu
noJsib3oBaTesisd, OT UMEHU KOTOPOro BbIMOJIHANACh YCTaHOBKA KOMIMOHEHTOB NPOrpamMmel.

HdoxanTtech 3aBepleHns paboTel ckpunTa kics4net-deploy-<Homep Bepcumn
nporpammbl>.bundle.sh. Mpn ycnewHom 3aBepLlueHun ansbl OyayT co3faHbl B YKa3aHHOW
ApeKkTopun.

YT106bI NONYYNTb AaHHbIE 06 yCTaHOBNEHHOM Ha KOMMbIOTEPE KOMMOHEHTE NMporpamMmbl C
nomoulbto ckpunTa kicsdnet-gather-artefacts.sh BbinonHnTE cnepytowive warm

1. BbINONHMTE BXO4 B CUCTEMY C YH4E€THbIMU JaHHLIMWU NONb30BaTeNS C root-npaBamu.
2. MNepengute B anpekToputo /opt/kaspersky/kicsdnet/sbin/ n BBegnTe KOMaHAy 3anycka
CKpMNTa 414 NoJly4YeHUS AaHHbIX O KOMMOHEHTE NporpamMMmsbl:

bash kics4net-gather-artefacts.sh -<mapametp> <umMsa pupekTopumn>

roe:
e < napameTp > - OMpPenenseT PeXuM NoayvyeHns AdaHHbIX.
MNpefycMOTpeHbl ciegytolime napaMeTpb:
o a - AN NONyYeHUs BCeX OaHHbIX;
o ¢ - ANs NONyYeHUs OaHHbIX 0 cepTUUKaTaXx;
o i - ANs NONYYEHUN OaHHbIX 0 KOHGUIrypaunm obHapy>XeHnsi BTOP)XXEHUN;
o t - ANs nonyvyeHus annos gamna Tpaduka.
e < UMA OupekTopuM > - UMS AUPEKTOPUMN OS5 KOMUPOBAHUS apXMBHbIX (haiioB C
AaHHbIMU.

HdoxanTtech 3aBeplleHns paboTbl ckpunTa kics4net-gather-artefacts.sh. Mpu ycnewHom
3aBepLleHnn hannbl 6yayT coO34aHbl B YKa3aHHOW ONPEKTOPUN.
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Mo yMmon4aHuo BCe XXYpHasibl BeOyTCA C YPOBHEM AeTanmsauum "BaxkHbie". Ecnn byneT Takas
HeobXxoaAMMOCTb, cneunanncTbl Cny>xbbl TexHMYecKon nogaepxkun "Jlabopatopun Kacnepckoro"
MOryT 3aNpOCMTb BOCAPOMU3BECTM OLLNOKY C YPOBHEM BeAEeHUSA XYpHasioB "OTnagka". 9TOT pexnm
6onbLle Harpy>xaeT CUCTEMY, MO3TOMY UCMOJIb30BaTb €ro HY>KHO TOJIbKO B A@HHOM Crly4ae.

YT06bl NI3MEHUTb YPOBHU BedeHUA XKypHanoB ang npoueccoB Kaspersky Industrial CyberSecurity
for Networks, BbImONHNTE cnegytoLwive waru:

1. Mooknountech K CepBepy Kaspersky Industrial CyberSecurity for Networks yepes Beb-
NHTepgenc nod y4eTHON 3anmncbio ADMUHUCTPATOpPA.

2. BbibepuTte pazgen MapameTpbl -» BegeHue XypHanoB.

3. NI3MeHunTe ypoBeHb BeAeHUs XypHaioB Ha "OTnaaka"

4. [oXXONTeCb NPUMEHEHNSA N3MEHEHUI (00 MPUMEHEHNS U3MEHEHUIN oTobparkaeTcs
WHONKATOP BbIMOJIHEHUSA).

5. MoBTopUTE Npouecc, NpM KOTOPOM BO3HUKaeT npobnema
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YT106blI NPeoCTaBNTb NOJIHYIO MHOPMaLMIO TEXHNYECKON NogaepxKe o Bawen npobneme,
NCMoJIb3YyNTE OMUCAHHbLIA HUXXE LLIabnoH.

Environment/Pre-Conditions:
<Bepcusa npoaykTa(oB)>

<Bepcua OC>

Steps to Reproduce:

<|_|O,D,p06HO onmnwnTe Wwarun socrnponsseneHms I'IpO6J'IeMbI>

Actual Result:

<OnucaHune pesynbTaTa BOCNpoun3BeneHns npobiembi>

Expected Result:

<OnuncaHue 0XXKngaemoro pesysbtaTa>

Steps taken to troubleshoot:

<OnucaHue Wwaros, NPeanpuUHSaTLIX K yCTPaHeHuto npobiembi>



Detailed issue description:

<MNoppobHoe onncaHne Bo3HUKLLEN NpobaeMbl>






MonyyeHne nHpopmaumm c KICS for Nodes ansa obpalleHnsa B TEXHNYECKYIO NOAAEPKKY

Kaspersky Industrial
CyberSecurity for Windows
Nodes

Ecnun Bbl He HaWwM peweHns Bawen NpobnemMbl B AOKYMEHTALUN UK APYTUX NCTOYHMKAX
MHOPMaLKMK O NporpaMmMe, pekoMmeHayeTcsa obpatuTbcs B Cny>xby TexHn4Yeckomn
nonnepxku. CoTpyaHmkn Cny»x6bl TEXHUYECKON MOJOEPKKN OTBETHAT Ha BaluM BONPOCHI 06
yCTaHOBKE 1 UCMOJ/Ib30BaHNM MPOrpamMmbl.

TexHn4yeckas noaaep>xka NpeaoCcTaB/ISeTCs TONbKO NoJb30BaTeNsIM, KOTopble Npuobpenn
KOMMEPYECKYI0 JINLLEH3UIO Ha UCMOJIb30BaHMe NporpamMmebl. MNosnb3oBaTeNsiM, KOTOPbIE
Nosy4Ynsn NpobHyo NNLIEH3MIO, TEXHUYECKas NoAAep KKa He NpenocTaBaseTCs.

I'Iop,,uep>KKa nporpamMmsbl NMPenocTaB/IAETCA B TEYEHNE €€ XKN3HEHHOIO LINKJ1a (cm. CTpaHWULy

YKN3HEHHOro LMKJ1a MporpamMm).

MNepen obpalieHnem B CnyXby TeXHUYECKON NoJaepXKM 03HAaKOMbTEChb C NpaBuiaMm

npenocraBJieHns TeXHNYECKON nogaepXxXKu.

Ona otnpaBkn obpaweHns B Cny>xby TeXHMYECKON NOAAEPXKKM MCNONb3ynTe WwabsioH, ONMCaHHbIN

B cTaTbe "lMpaBnao ohopMaeHNd 3anpoca B TEXHUYECKYIO NoanepXKy"

Ons cbopa gnarHoctunyeckom nHgpopmaumm ¢ KICS for Windows Nodes BbinonHUTe cregyowme
warm:

1. Nepenante B MMC-koHcoNb Kaspersky Security Center
2. B nanke «Ynpasnsemble yCTPONCTBa» AepeBa KOHCONMN aaMUHNCTPUPOBAHUSA OTKPONTE
nanky ¢ Ha3BaHWeM rpynnbl aAMUHUCTPUPOBAHUSA, B COCTaB KOTOPOWN BXOAUT HY>XKHOE BaM
YyCTPOWCTBO.
1. B paboyen obnactu BoibepuTte BKAaaKy "YcTponcTea"
2. B KOHTEKCTHOM MeHto yCTponcTBa BbibepnTte NyHKT "CBoOnNcTBa"
image.png


https://www.ics-community.ru/books/troubleshooting/page/pravilo-oformleniia-zaprosa-v-texniceskuiu-podderzku
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. BoibepuTte paszgen "lMporpammbl”. B paboyeinn obnactn okHa oTobpasnTca CNMCoK
nporpamm "JlabopaTopumn Kacnepckoro", yCTaHOBJIEHHbIX Ha YCTPoOMCTBe. Ha)xmnTte Ha
Kaspersky Industrial CyberSecurity for Nodes, 3aTeM HaxMnUTe Ha KHoMnky "CeoncTea"
image.png

. Kaspersky Industrial CyberSecurity for Nodes He co3gaeT nanky AJia coxpaHeHus gannos
TPaCCUPOBKN NAn hannos faMna Ha yCTPOMUCTBE aBToMaTu4eckn. Heobxogomnmo 3apaHee
CO34aTb NankKu 1 ykasaTb NyTb K HUM.
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. YcTaHoBUTE PNIaXKKN N YKaXKUTE MyTb K NankaM.
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. MpunMep 3anncaHHOro garina TPacCUpPOBKU
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MonyyeHne nHpopmaumm c KICS for Nodes ansa obpalleHnsa B TEXHNYECKYIO NOAAEPKKY

Kaspersky Industrial
CyberSecurity for Linux Nodes

Ecnmn Bbl He HaWwM peweHns Bawen NnpobnemMbl B AOKYMEHTALUN NN APYTUX NCTOYHMKAX
MHOpPMaLMK 0 NporpaMmMe, pekoMmeHayeTcsa obpatuTbcs B Cny>xby TexHM4YecKomn
nognep>xkn. CoTpyaHnkm Cny»>x6bbl TEXHNYECKOW NMOALEP)KKMN OTBETAT Ha BalLuX BONPOCkl 06
yCTaHOBKE M UCMOb30BaHNM NMPOrpamMmbl.

TexHn4yeckas Noafep>xKa NpefoCcTaB/ISIeTCA TOMbKO NOJsb30BaTeNsIM, KOTOpble Npuobpenn
KOMMEPYECKYI0 JINLLEH3UIO Ha UCMOJIb30BaHWe NporpamMmebl. MNosnb3oBaTeNsiM, KOTOpbIE
Nosy4Ynsn NpobHyo NNLIEH3MIO, TEXHUYECKAs NoAAEP KKA He NpenoCcTaBaseTCs.

I'Io,n,,uep>KKa nporpamMmsbl NMPenoCcTaB/IAETCA B TeE4EHNE €€ XKN3HEHHOI O LLnKJla (cm. CTpaHWnLy

YKN3HEHHOro LMKJ1a NporpamMm).

MNepen obpalteHnem B Cny>by TeXHUYECKON Noaaep>XKM 03HAaKOMbTEeChb C NpaBuaamMm

npenocraBJieHns TexXHNYEeCKomn nognepXxKu.

Ona oTnpaBkn obpaweHns B Cny>xby TeXHMYECKON NoAAEPXKKM MCNOoNb3ynTe wabsioH, ONMCaHHbIN

B cTaTbe "lMpaBnao ohopMaeHNd 3anpoca B TEXHUYECKYIO NoanepXKy"

Onsa cbopa anarHoctuydeckom nHhopmaumm ¢ KICS for Windows Nodes BbinonHuTe cnegytouime
waru:

1. OTKponTEe rnaBHOE OKHO MPUJIOXKEHMUS.
image.png
2. Haxxmunte kHonky "lMogaoepxka".
image.png
3. Haxxmute KHonky "Tpaccuposka".
image.png
4. B packpbliBatoLLeMCH crncke "YpoBeHb" BbibepuTe ypoBeHb AeTanm3launm ganna
TPaCCUPOBKU.

PekomMeHayeTCsa yTOYHUTL TpebyeMbin ypOBEHb AeTanu3aunm y cneumanancra nus
Cny>xbbl TeEXHMYECKON noaaep>xku "JlabopaTopun Kacnepckoro". Mo ymon4aHuo
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yCTaHOBJIEHO 3HaveHune "OunarHoctnyeckun (300)".

Ha>xmnte KHOMKy "Bkao4nTe"

image.png

. BocnpoussenuTe cnTyauuto, Npyv KOTOPoW BO3HUKaeT rnpobseMa. HaxxMnuTe Ha KHOMKY
"BbIK/04NTL", 4TOObI OCTAaHOBUTb MPOLLECC TPACCUPOBKMU.
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. Co3paHHble (hbannbl TpacCUPOBKN XpaHATCA B aupekTopun /var/log/kaspersky/kics/. B
harmnax TpacCUpPoOBKM CcOooepXUTCS nHhpopmMauma o6 onepauMoHHON CUCTEME, @ TaKXe
MOryT COAep»XaTbCsA NepCcoHasibHble AaHHbIE.
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Mpwn BO3HNKHOBEeHUN ownNbBOK BO Bpems ycTaHoBKM KICS for Nodes ans aHanvsa npobnemsi
TEXHUYEeCKON noaaepXxKom Heobxoammo cobpaTb ANArHOCTUYECKYO MHOpMaLNIO.

CywecTByeT HeCcKoJibko cnocoboB cbopa AMarHOCTUYECKON NMHGOPMALIUK:

1. Hy>xHo cka4daTb yTuanTy Kaspersky Get System Info (GSl), koTopas npeacTtasnsgeT cobon

yTnnauty anga cbopa nHhopmaumm ob onepaumoHHoOn cucteme. laHHasa ytunnta cobepert
BCe HeobxoaumMble faHHble ANa aHanu3a. bonee noapobHa vMHpoOpMaumsa nNpeacTaBsieHa

Mo ccbinke: noay4deHune otyeta yTuanThl Kaspersky Get System Info.

2. B cnyyae, Korgoa He nNpenocTaBfsieTCA BO3MOXHOCTb YCTAHOBUTb YyTUAUTY ansa cbopa
nHpopmaunm ob onepaLMoHHON CUCTEME, BCE AMAarHOCTUYECKME OaHHbIe HY)KHO cobpaTb

BPY4YHYIO.
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