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B Kaspersky Industrial CyberSecurity for Networks peannsoBaH nHtTepdenc npukiagHoro
NporpamMMmUpoBaHus, KOTopbln obecnevymBaeT [OCTYMN K PYHKLMAM NPOrpamMmbl 418 CTOPOHHUX
MPUIOXKEHWA.

B komnnekT noctaBku Kaspersky Industrial CyberSecurity for Networks BxoamT nakeT ¢
onncaHuamMun crneundmnkaunin ona npencraBaeHnsa aHHbIX B 3anpocax K cepsepy REST API.
Cepsep REST API cbyHKUMOHMPYeET Ha koMnbtoTepe Cepeepa Kaspersky Industrial CyberSecurity for
Networks n obpabaTbiBaeT 3anNpocChl C UCMNOJIb30BAHNEM apPXUTEKTYPHOIO CTU/IA B3aUMOLENCTBUS
REST. ObpaweHunsa k cepsepy REST APl BbiINoAHATCSA No NnpoTokony HTTPS. Bbl MmoxeTe
HacTpouTb NapaMeTpbl cepBepa REST API B pa3zgene NapameTpbl = CepBepbl NOAKOYEHNN (B TOM
Yuce 3aMEeHUTb UCMNOJIb3YeMbIl MO YMOJHAHMIO CaMOMOANMUCAHHbBIN CePTUDUKAT Ha LOBEPEHHbIN).

Ons npencrtaBneHNs AaHHbIX B 3anpocax U oTBeTax ucrosb3lyetcsa popmaT JSON.

[lOKyMeHTaLuMs ¢ onMcaHMeM 3arnpocoB Ha OCHOBE apXUTeKTYypHoro ctuns REST nybnukyeTcs B

BUOE OHNAaNH-CrpaBKK Ha cTpaHuue Kaspersky Online Help.

1. OTKPbITb JOKYMEHTALIMKO C ONMNCAHNEM 3AMPOCOB K CEPBEPY REST API, Bepcusa 3
2. OTKPbITb AOKYMEHTALIMIO C ONNCAHVNEM 3AMNPOCOB K CEPBEPY REST API, Bepcus 4
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PaccmoTpuM npuMep ncnosb3oBaHus APl ons nokanbHOM0o 3KCNopTa AaHHbIX 06 yCTpoNcTBax 13
KICS for Networks.

[ns Havana Hy>XHO Co3daTb KOHHEKTOp, ¢ TunoM Generic n nmeHeMm, Hanpumep, GetDeviceAll,
yKa3aTb Naposib N agpec cepBepa, y3e pasMeLleHs KOHHEeKTOopa B HalleM ciy4vae byneT Takon
e, Kak n agpec cepsepa (PucyHok 1). lNMocne co3gaHna KOHHEKTOpa Yy Bac ckavdaeTca dhann
CBEpPTKMU, KOTOpbIN ByneT Ha3blBaTbCA Kak KOHHeKTOop GetDeviceAll.zip.
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PucyHok 1 - Co3fgaHne KoHHeKTopa


https://support.kaspersky.com/KICSforNetworks/4.3/ru-RU/155163.htm
https://support.kaspersky.com/help/KICSforNetworks/4.3/kics4netAPI/PublicApi-v3.html
https://support.kaspersky.com/help/KICSforNetworks/4.3/kics4netAPI/PublicApi-v4.html
https://www.ics-community.ru/uploads/images/gallery/2025-09/YN5image.png

Hanee HeobxoOMMo Co3aaTb ANPEKTOPUN AN KOPPEKTHOW paboThl Koga. Bnuwmnte KoMaHabl
HUXXe rnocnenoBaTeNbHO:

cd

mkdir GetDeviceAll && cd GetDeviceAll

mkdir connector && cd connector && cp /opt/kaspersky/kics4net-

connectors/libexec/default connectors registrar.py default connectors registrar.py

Hanee B nanky connector Heo6xoAMMO MONOXKUTb (hann cBepTKM KOHHeKTop GetDeviceAll.zip,
KOTOPbIA Mbl MOJIYYUJIN NPU CO3aHNN KOHHEKTOPa U pacrnakoBaTb ero B 3Ty OUPEKTOPUIo
KOMaHIon:

unzip -d koHHekTOp GetDeviceAll koHHekTop GetDeviceAll.zip

Hanee Heob6xooMMO 3aperncTpmpoBaTb KOHHEKTOP KOMaHO0M:

sudo python3 default connectors registrar.py create

Hanee HeobXx04NMO BbINO/HUTL AENCTBUSA NOKa3aHHbIe Ha PUCYHKe 2: BBECTU NMMSA KOHHEKTOopa
GetDeviceAll, BBeCTU MoaHbIN NyTb A0 (hansia cBepTKkU KoHHeKTop GetDeviceAll.zip
(/home/<username>/GetDeviceAll/connector/koHHekTOp_ GetDeviceAll.zip), BBECTU Naposib,
KOTOPbIN Bbl YKa3blBasv NPU CO34aHUN KOHHEKTOpPa B BEO-MHTepdence n cornacuTbCsa € 3anyCkom
cny>x6bl KOHHeKTOpa GetDeviceAll.
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PUcyHoK 2 - Peructpaunsa KoHHeKTopa

Mocne 3Toro ctatyc kKoHHekTopa B KICS for Networks nomeHsieTcsa ¢ “Oxxmngaet perncrpaumm’” Ha
“PaboTaeT”
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PucyHok 3 - CtaTyc paboThbl KOHHEKTOpa B Beb-koHCoNM

Tenepb MOXXHO MepenTn K HanNnnMcaHuio Koga, KoTopbln byaeT B3anmoaencTeoBaTh ¢ KICS for
Networks no API.

Kon 6yneT nucaTbcs Ha Python, HO Bbl MOXKeTe Ucnosib30BaTh 060N yaobHbIN ANs BaC
A3bIK

Ona Havana HanuweM Knacc noakawdveHnsa K APl cepsepa:


https://www.ics-community.ru/uploads/images/gallery/2025-09/8lLimage.png
https://www.ics-community.ru/uploads/images/gallery/2025-09/WSYimage.png

import logging

import json

import requests

from requests.exceptions import RequestException

from time import sleep

class KicsApiClient:

def

def

def

def

__init (self, metadata path, cert path, key path):
self.metadata path = metadata path

self.cert path = cert path

self.key path = key path

self.base url = None

self.token = None

self. initialize()

_initialize(self):
with open(self.metadata path, 'r', encoding='utf-8') as f:
metadata = json.load(f)
self.base url = metadata.get('serverUri', '').rstrip('/")
if not self.base url.endswith('/kics/api'):
self.base url += '/kics/api'
logging.info(f"ba3osbin URL API: {self.base url}")

self. authenticate()

_authenticate(self):
url = f"{self.base url}/auth/token?grant type=certificate"
resp = requests.post(
url,
cert=(self.cert path, self.key path),
verify=False
)
resp.raise for status()
self.token = resp.json().get('access token')
if not self.token:
raise ValueError("AyTeHTu¢mnkaums He ypanacb: TOKEH He nosyyeH")

logging.info("AyTeHTupukaumns ycnewHa")

_post _query(self, path, payload, offset=0, 1imit=1000, delay=1):

all items = []



headers = {
'Authorization': f'Bearer {self.token}',
'Content-Type': 'application/json'
}
while True:
body = payload.copy()
body.update({'offset': offset, 'limit': limit})
url = f"{self.base url}{path}"
try:
resp = requests.post(url, headers=headers, json=body, verify=False)
resp.raise for status()
except RequestException as e:
logging.error(f"Ouwmbka 3anpoca k {url}: {e}")
if hasattr(e, 'response') and e.response is not None:
try:
logging.error(f"TekcT oTBeTa: {e.response.text}")
except:
pass
raise
try:
json _resp = resp.json()
except ValueError:
break
data = json _resp.get('values') or json resp.get('elements')
if not data:
break
all items.extend(data)
logging.info(f"MonyyeHo {len(data)} 3anucen us {path}, Bcero: {len(all items)}")
if len(data) < limit:
break
offset += limit
sleep(delay)

return all items

Tenepb ob6aBMM B 3TOT KJlacC PyHKLNM KOTOpble ByayT Bbi3bIBAaTbCA B KJIACCE IKCMOPTA AAHHbIX:

def get device applications(self):

return self. post query('/v4/device-apps/query', {})

def get device patches(self):



return self. post query('/v4/device-patches/query', {})

def get device users(self):

return self. post query('/v4/device-users/query', {})

Mepenaem K HaNMCaHUIO KNacca, KOTopbIM ByaeT oTBeYaTb 3a 3KCMOPT AaHHbIX 13 KICS for
Networks no APl n 6yneT KOHBEpPTMPOBaTb NOJIyHYeHHble JaHHble B CSV (hali:

import csv

class CsvExporter:
@staticmethod
def export dicts(items, filename):
if not items:
logging.warning(f"HeT paHHbix gna danna {filenamel}")
return
fieldnames = set()
for item in items:
fieldnames.update(item.keys())
fieldnames = sorted(fieldnames)
headers rus = [RUSSIAN HEADERS.get(fn, fn) for fn in fieldnames]
with open(filename, 'w', newline='"', encoding='utf-8-sig') as f:
writer = csv.writer(f, delimiter=';")
writer.writerow(headers rus)
for item in items:
row = [item.get(fn, '') for fn in fieldnames]
writer.writerow(row)

logging.info(f"3kcnoptuposaHo {len(items)} 3anucein B {filename}")

B 3TOM Knacce ncnonb3yetca rnobanbHas nepemeHHas RUSSIAN_HEADERS, KoTopas XpaHUT B
cebe KoY - 3Ha4YeHme, ANa NnepeBoaa KJYen Ha PYCCKUN A3bIK:

RUSSIAN HEADERS = {
'Id': 'WpeHTudukatop',
'id': 'WpeHTudukaTop',
'Deviceld': 'WipeHTu¢ukaTop ycTponctea',
'device': 'YcTpouncTtso',
"ApplicationName': 'Ha3BaHue npunoxenus',
'name': 'Umqa‘',

"fullName': 'lonHoe umsa',



"ApplicationVersion': 'Bepcus npunoxeHus',
'PatchVersion': 'Bepcus natua',

'UserName': 'IMa nonb3oBaTensa',
'description': 'Onucaxwue',

‘Domain': '[omeH’',

‘groups': 'lpynmsl’,

'isDisabled': 'OTknw4yeH',

'isLockedOut': '3abnokupoBaH',

'lastSeen': 'lMocnepgHuit Bxopn',
"canChangePassword': 'MoXHO CMeHWTb napofb',
'mustChangePassword': 'Tpebyetcs cMeHa naponsa',
'passwordNeverExpires': 'laponb He wncTtekaeTt',
'sid': 'SID',

'source': 'WCTOYHUMK',

'installedOn': 'YcTaHoBnAeHO Ha',

'version': 'Bepcwus',

'vendor': 'lpou3Boputens',

‘program': ‘lporpamMa’,

'size': 'Pa3mep’,

MoyTw BCce rotoBo! OCTasiock HaNUcaTb Main, KOTOPbIN 06beANHUT B cebe BeCb PyHKLMOHAN
Hallero Koaa:

import os

import sys

def main():

BASE DIR = os.path.dirname(os.path.abspath( file ))

META = os.path.join(BASE DIR, 'connector', 'koHHekTop GetDeviceAll',6 'metadata.json')
CERT = '/var/opt/kaspersky/kics4net-connectors/instances/GetDeviceAll/ssl/connector.crt'
KEY = '/var/opt/kaspersky/kics4net-connectors/instances/GetDeviceAll/ssl/connector.key'

for path in (META, CERT, KEY):
if not os.path.exists(path):
logging.error(f"He navpeH ¢awnn: {path}")
sys.exit(1)
client = KicsApiClient(META, CERT, KEY)
apps = client.get device applications()

patches = client.get device patches()



users = client.get device users()
CsvExporter.export dicts(apps, 'DeviceApplications.csv')
CsvExporter.export dicts(patches, 'DevicePatches.csv')
CsvExporter.export dicts(users, 'DevicelUsers.csv')

if name == ' main ':

main()

OTnunyHo! Kog roTtos, Tenepb Heobxoammo nepeHecTtun hann GetDeviceAll.py B nanky GetDeviceAll
Nto6bIM N3BECTHBLIM BaM CNOCOBOM. B KOHEYHOM CHETE AMPEKTOPUS AOJIKHA BbIrNSAeTb BOT Tak:

L. /home/<username>
- ./GetDeviceAll
| F ./connector
| | | . /konHekTop GetDeviceAll.zip
| | F ./default connectors registrar.py
| | Y ./koHHekTop GetDeviceAll
|| - ./certificates.pfx
|| I ./metadata.json
| ] - . /webserver.pem

L L . /GetDeviceAll.py

danee B KoOHCOM NepenaeM B ampekToputo GetDeviceAll komaHaon:

cd /home/<username>

N 3anyctuTb hann GetDeviceAll.py kKomaH[on:

sudo python3 GetDeviceAll.py

B ntore mbl nony4dunun 3 panna DeviceApplications.csv, DevicePatches.csv, DeviceUsers.csv
KOTOpble HaxXoA4ATCA B 3Ton e aupektopun GetDeviceAll.
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PucyHok 4 - BbiBOL 1OroB CKpUNTa Mo 3KCMOPTY OaHHbIX
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PucyHOK 5 - Pe3ynbTaT paboTbl ckpunTa
P.S.

MonHbIN KO :)
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import os

import sys

import json

import logging

import requests

import csv

from requests.exceptions import RequestException
import urllib3

from time import sleep

urllib3.disable warnings(urllib3.exceptions.InsecureRequestWarning)

logging.basicConfig(
format="'%(asctime)s %(levelname)s %(message)s',
datefmt="%Y-%m-%d %H:%M:%S",

level=logging.INFO

RUSSIAN HEADERS = {
'Id': 'WpeHTudukatop',
'id': 'WpeHTudukatop',
'Deviceld': 'WipeHTu¢ukaTop ycTponcTtea',
'device': 'YcTpouncTtso',
"ApplicationName': 'Ha3BaHue npunoxenus',
'name': 'Umqa‘',
"fullName': 'lonHoe umsa',
"ApplicationVersion': 'Bepcus npunoxeHus',
'PatchVersion': 'Bepcus natua',
'UserName': 'IMa nonb3oBaTensa',
'description': 'Onucaxwue',
'Domain': '[loMeH',

‘groups': 'lpynms’,

'isDisabled': 'OTknwuyeH',

'isLockedOut': '3abnokupoBaH',

'lastSeen': ‘'lMocnegHun Bxopn',
"canChangePassword': 'MoXHO CMeHWTb napofb',
'mustChangePassword': 'Tpebyetcsi cMeHa naponsa',
'passwordNeverExpires': 'laponb He wncTtekaert',
'sid': 'SID',

'source': 'WUCTOYHMK',



"installedOn': 'YcTaHoBneHO Ha',

'version': 'Bepcus’',
'vendor': 'lpousBogutens',
‘program': ‘lporpamma’,
'size': 'Pa3mep’,

class KicsApiClient:

def

def

def

def

_init (self, metadata path, cert path, key path):
self.metadata path = metadata path

self.cert path = cert path

self.key path = key path

None

self.base url
self.token = None

self. initialize()

_initialize(self):
with open(self.metadata path, 'r', encoding='utf-8') as f:
metadata = json.load(f)
self.base url = metadata.get('serverUri', '').rstrip('/")
if not self.base url.endswith('/kics/api'):
self.base url += '/kics/api'
logging.info(f"ba3oBuii URL API: {self.base url}")

self. authenticate()

_authenticate(self):
url = f"{self.base url}/auth/token?grant type=certificate"
resp = requests.post(
url,
cert=(self.cert path, self.key path),
verify=False
)
resp.raise for status()
self.token = resp.json().get('access token')
if not self.token:
raise ValueError("AyTeHTudukaums He ypanacb: TOKEH He nofay4veH")

logging.info("AyTeHTupukaums ycnewHa")

_post _query(self, path, payload, offset=0, 1imit=1000, delay=1):
all items = []

headers = {



'Authorization': f'Bearer {self.token}',
'"Content-Type': 'application/json'
}
while True:
body = payload.copy()
body.update({'offset': offset, 'limit': limit})
url = f"{self.base url}{path}"
try:
resp = requests.post(url, headers=headers, json=body, verify=False)
resp.raise for status()
except RequestException as e:
logging.error(f"Ownbka 3anpoca k {url}: {e}")
if hasattr(e, 'response') and e.response is not None:
try:
logging.error(f"TekcT oTBeTa: {e.response.text}")
except:
pass
raise
try:
json_resp = resp.json()
except ValueError:
break
data = json resp.get('values') or json resp.get('elements")
if not data:
break
all items.extend(data)
logging.info(f"MonyuyeHo {len(data)} 3anucen n3 {path}, Bcero: {len(all items)}")
if len(data) < limit:
break
offset += limit
sleep(delay)

return all items

def get device applications(self):

return self. post query('/v4/device-apps/query', {})

def get device patches(self):
return self. post query('/v4/device-patches/query', {})

def get device users(self):

return self. post query('/v4/device-users/query', {})



class CsvExporter:
@staticmethod
def export dicts(items, filename):
if not items:
logging.warning (f"Het paHHbix gna danna {filenamel}")
return
fieldnames = set()
for item in items:
fieldnames.update(item.keys())
fieldnames = sorted(fieldnames)
headers rus = [RUSSIAN HEADERS.get(fn, fn) for fn in fieldnames]
with open(filename, 'w', newline='', encoding='utf-8-sig') as f:
writer = csv.writer(f, delimiter=';")
writer.writerow(headers rus)
for item in items:
row = [item.get(fn, '') for fn in fieldnames]
writer.writerow(row)

logging.info(f"3kcnoptuposaHo {len(items)} 3anucein B {filename}")

def main():
BASE DIR = os.path.dirname(os.path.abspath( file ))
META = os.path.join(BASE DIR, 'connector', 'koHHekTop GetDeviceAll', 'metadata.json')
CERT = '/var/opt/kaspersky/kics4net-connectors/instances/GetDeviceAll/ssl/connector.crt'
KEY = '/var/opt/kaspersky/kics4net-connectors/instances/GetDeviceAll/ssl/connector.key'
for path in (META, CERT, KEY):
if not os.path.exists(path):

logging.error(f"He navpeH ¢awnn: {path}")

sys.exit(1)
client = KicsApiClient(META, CERT, KEY)
apps = client.get device applications()
patches = client.get device patches()
users = client.get device users()
CsvExporter.export dicts(apps, 'DeviceApplications.csv')
CsvExporter.export dicts(patches, 'DevicePatches.csv')

CsvExporter.export dicts(users, 'DevicelUsers.csv')

if name == ' main_':

main()
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