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Ona nepepayn Tpadumka npombiwneHHon cetm B KICS for Networks guoabl AaHHbBIX AO0JIKHbI
noadep>XnBaThb Mepefady CeTeBbiX MakeToB 6e3 punbTpaunum Ansa BCEX MPOTOKOJIOB KaHasIbHOIo
YPOBHS, BKJ/OYasA CNy»XebHble NpPoTOKOJbl. [AuoAbl AaHHbIX YCTAaHAB/AMBAKTCA Ha JIMHUAX
coeamHeHnn To4ek MoHnTopuHra KICS for Networks n SPAN-nopToB ceTeBbIX KOMMYTaTOPOB.
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[daHHble TeneMeTpun SO/HKHbI NOCTynaTb Ha y3bl KICS for Networks 4yepes ceTeBble MHTepgENCHI,
KOTOpble He WCMOoJIb3YITCA B KadeCTBe TO4YeK MOHUTOpUHra. Mostomy Ansa OL4HOBPEMEHHOrO
noJslydeHns LaHHbIX TeneMeTpun 1 Tpaduka rnpoMbllLIeHHON ceTn BaM notpebyeTcs yCTaHOBUTb
oThesibHble ANOAbl AAaHHbIX, NOOK/IOYEHHbIE K COOTBETCTBYIOLWMM CeTeBbIM UHTepdencam y3sos
KICS for Networks. [laHHble TenemMeTpum A0/IKHbI NOCTYNaTb Ha 0bblYHbIE CeTeBble MHTEpPdENChI, a
Tpahuk oT SPAN-NOPTOB - Ha ceTeBble NHTEPPENCHI TOHEK MOHUTOPUHIA.

HaunHaa c Bepcun KICS for Nodes 4.5 n KICS for Linux Nodes 2.0, BcTpoeHHbI Endpoint Agent
MOXKeT OTMpaBAAaTb AaHHble TeNeMeTpun Yyepes Anoabl LaHHbIX MO C/IeAYoWMM NPOTOKONaM:

e MQTT noBepx TCP B pexume nHterpayum c KICS for Nodes 4.5;
e UDP B pexxume nHterpaumm c KICS for Linux Nodes 2.0.

MepBbIM gesloM HY>XHO chopmumpoBaTh hann ceepTkm B KICS for Networks:

[Hanee cKa4daHHbIN a1 CBEPTKM HYXXHO pasapxXMBMUPOBaTb W NepeHecTu cepTudumkaT cepsepa
MHTerpaunn Ha paboyme mecTta, ¢ yctaHoneHHbIMU KICS for Linux Nodes 2.0.

[lanee oTKpbIBae€M KOMaHAHY CTPOKY U MPOMUCLIBAEM:
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1. kics-control --set-settings 23 Endpoints.item 0000.Address=<Kics4net IP>

2. kics-control --set-settings 23 Endpoints.item 0000.Port=<8081>

3. kics-control --set-settings 23 ProtocolType=UDP

4, kics-control --start-task 23

5. kics-control --set-settings 23 UdpEncryptionEnabled=Yes

6. kics-control --add-kics4networks-client-udp-crypto-container <file> - umnopT

KpUNTOKOHTENHEpPa M3 yKa3aHHOro daiina

7. kics-control --query-kics4networks-client-udp-crypto-container - BbiBOL MHPOpPMaUMM O CcTaTyce

KPUNTOKOHTEWHEepa.

8. kics-control --stop-task 23

9. kics-control --start-task 23

10. systemctl restart kics

Mepexoanm B Beb-nHTepdenc KICS for Networks n npoesepsem yCcnewHoCTb MHTEerpaumnn.

MNepenanTte B Beb-koHCob KSC B pazgen "Monmtmnkm v npopuam noantuk":

Nanee HeobxoaMmMo NogoXXaAaTb 5-10 MUHYT U 03HAKOMUTLCS C Pe3ySibTAaTOM MHTEerpaumun.

MepBbiM OesioM HY>XHO copmumpoBaTh hann ceepTkn B KICS for Networks:

HDanee nepenante B Be6-KoHCOb KSC B pa3zgen "MoanTukm n npouam noanTmk":

1. Ha)xmuTe Ha Ha3BaHume nonntukn Kaspersky Industrial CyberSecurity for Nodes.
OTKpOeTCs OKHO CBOWNCTB MOJIUTUKN.
2. BbibepuTte Bknagky lNMapameTpbl MPUIOXKEHUS.



3. BbibepuTe pasaen Cepsepbl cbopa TenemeTpun.

4. B 6noke NHTerpaumns c KICS for Networks Ha>xmMuTe Ha KHOMKY HacTponTs.
OTkpoeTcsa okHo NHTerpaunsa ¢ KICS for Networks.

5. YcTaHoBuTe hnaxxok NMHTerpauymsa c KICS for Networks.

6. Ha Bknagke O6Lwine BbibepnTe pexxmm oTnpaBku Tenemetpun: "OTNpaBnaTb TeNeMeTpuio
Ha Omon OaHHbIX B KadecTBe MQTT-uspatens". Kaspersky Industrial CyberSecurity for
Nodes oTnpaBnseT TeneMmeTpuio Ha cepeep MQTT-6pokepa, BCTPOEHHbIN B MPOrpamMMHbIi
anon OaHHbIX (MQTT-u3garesib).

Ona oTnpaBkn TenemeTpun B pexxmme MQTT-n3garesisi BaM HY>KHO HAaCTPOUTb
cnepylowme napameTpsbl:
e BBeounTe y4yeTHble AaHHblIe 0115 ayTeHTU@MKaumm Ha cepeepe MQTT-6pokepa.
e Beenute IP-agpec n nopT cepsepa MQTT-6pokepa.
7. CoxpaHnTe nsMeHeHus
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