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Bbl MoxxeTe 06HOBUTL Bepcuto KICS for Linux Nodes 1.3 no Bepcum KICS for Linux Nodes 1.5.

bonee paHHue Bepcun (Hanpumep, 1.2 nam 1.1) TpebyoT NpeaBapuTEsIbHOrO yaaneHus u
YUCTOM YCTAHOBKW, MOCKOJIbKY AN HUX He npenycMmoTpeHo obHoBneHne o KICS for Linux
Nodes 1.5.

MoaroTtoBkKa K npoueccy obHoBNEeHus

Mepen Ha4vanoM oBHOBAEHMA HY)XHO ybeOonTbCs, 4TO OMepauMOHHas CUCTeMa YyAoBJAeTBOpsAeT
TpeboBaHus K 10, a UMEHHO:

e Y6eanTbCAa B TOM, YTO Ha BalleM YCTPOMWCTBE He yCTaHOBNEHO npuioxeHune Kaspersky
Endpoint Agent gns Linux.

e Y6eanTbCs B TOM, 4TO Ha BalleM yCTPOMCTBE YCTAaHOB/IEH NHTeprpeTaTop A3blka Perl
Bepcun 5.10 nnau Bbiwe.

e Y6eanTbCAa B TOM, 4YTO B CUCTeMe yCTaHOBJIeHa yTuanTa semanage. Ecam ytunmTa He
yCTaHOB/IEHa, YCTaHOBUTe nakeT policycoreutils-python nnu policycoreutils-python-utils B
3aBUCMMOCTHW OT TUMa MeHeh)Xepa MNakeTos.

e B onepaunoHHbIX cucteMax Astra Linux no ymMona4aHUIO BKJIIOYEH 3anpeT TPaCCUPOBKMU
ptrace (Disable ptrace capability), koTopbin MoXxeT BAMATb Ha paboTy KICS for Linux
Nodes. lMoaTOMYy pekoMeHOyeTCs OTKJ/IYUTbL 3anpeT TPacCUpoBKY ptrace npu ycTaHOBKE
Astra Linux. Ecnm Astra Linux y)xe yCTaHOBJIEHa W BKJIlOYEH 3arnpeT TpacCCUPOBKWU, TO
03HAaKOMUTbLCA C UHCTPYKLMEN MO BKJIIOYEHUIO N BbIKJIIOYEHUIO 3TOM0 peXrnMa MOXHO Ha

canTe CnpaBo4Horo ueHTpa Astra Linux (pasgen bnoknpoBka TpaccupoBku ptrace).

e 1N paboTbl KOMMNOHEHTOB YMNpaBJieHNe CeTeBbIM 3KPaHOM, 3alunTa oT Beb-yrpos u

3allnTa OT CeTeBbIX Yrpo3 TpebyeTcs YCTAaHOBUThL Ha BalleM YCTPOWCTBE MaKeT yTUInUT

iptables.

e [1n5 3anycka 1 KoppeKkTHon paboTbl npuaoxkeHns TpebyeTtca ybeaAnTbCA, 4TO y4eTHas
3anncb root asnseTcsa BnagesbUeM Creayrwmx QUPEKTOPUN U TONIbKO BRagesnewl nmeet
nMpaBoO Ha 3anucb B HUX: /var, /var/opt, /var/opt/kaspersky, /var/log/kaspersky, /opt,
fopt/kaspersky, /usr/bin, /usr/lib, /usr/lib64.
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O6HoBneHua KICS for Linux Nodes po cnepyiowen BEepCMUM MOXXHO BbINOJIHUTL OBYMA
cnocobamu:

1 cnoco6: ObHoBNEeHMe ¢ NnomoLblo Kaspersky Security Center (nanee - KSC).
2 cnoco6: O6HoBMEHME C MOMOLLbLIO KOMaHOHOM CTPOKMU.

1 cnoco6. ObHoBNneHue c nomowbio KSC.

1 war. MNpexae 4eM NpUCTYNUTb K camomy npoueccy obHoneHumsa KICS for Linux Nodes 4epe3
KSC, Hy>XHO mepBbiM AesioM 0OHOBUTL areHT aaMUHUCTPUpoBaHns KSC Ha KakaoM 3alivliaeMoM

ycTpoictee. O6GHOBNEeHWEe  BbIMOJIHAETCA  MyTEeM YCTAHOBKW  HOBOW  Bepcun  AreHTa

aaMuHucTpupoaHmsa KSC.

Ecnn npourHopupoBaTb [AaHHbIA wWar U He OB6HOBUTb areHT agMUHUCTPUPOBAHUSA, TO
ynpaBaATb NpuaoxxeHmnem yepes Kaspersky Security Center 6yaeT HEBO3MO>KHO.

Ha ycTponcTtBe c onepaunoHHon cuctemom Astra Linux Special Edition pekomeHayeTcs
06HOBNATL AreHT aAMUMHUCTPUMPOBAHMA yhaNeHHO C nomowbk KSC, Tak Kak npwu
0OHOBJIEHUM C MOMOLLLIO KOMAaHAHOW CTPOKM B KOHCOMM ynpasneHusa KSC co3gaeTcs HOBbIN
3K3eMMnAap TOro e yrnpassisgeMoro yCTpONCTBa, a CTapbli CTAHOBUTCSA HEAOCTYMHbIM.

2 war. Heobxognmo ocyuiecTenTb 06HoBeHne naarnHoB ynpasneHus KICS for Linux Nodes:

e Beb-niarmH ynpasneHusa Kaspersky Industrial CyberSecurity for Linux Nodes;

e MMC-nnaruH ynpasneHus Kaspersky Industrial CyberSecurity for Linux Nodes.

ObHoBJIEHME OCYLLEeCTBISIeTCA NYTEM YCTaHOBKN HOBOW BEPCUN MNJiarnHa ynpasieHus.
3 war. Nepexoaum B Beb-nHTepdenc KSC nam B KOHCOb agMUHUCTpUpoBaHnsa KSC

B ™MeH KoHcoMmM aaMuHucTpupoBaHus KSC BbibepeTe J[onoJsiIHUTENIbLHO — YpaJsieHHan
ycTaHoBKa - UHCTaNNALNOHHbIE NaKeThbl.
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Danee HaxmmaeM KHonky "Co3gaTb MHCTaNNAUMOHHBIA nakeT". OTKpoeTca "MacTep co3gaHus
WHCTaNNSALNOHHbBIX MakKeToB" 1 NpeanoXuT Ha BbIOOp HECKONLKO onuuin. Hac nHtepecyet onumsa "
Co3daTb MHCTAJUTALUMOHHLIA NakeT s npunoxxeHus "Jlabopatopun Kacnepckoro".


https://support.kaspersky.ru/kics-for-linux-nodes/1.5/263907
https://support.kaspersky.ru/kics-for-linux-nodes/1.5/263913
https://support.kaspersky.ru/kics-for-linux-nodes/1.5/263912
https://www.ics-community.ru/uploads/images/gallery/2025-09/Wcnimage.png

image.png

B cnepylowem ware 3afaeM MMA HalweMmy WHCTaNNAULMOHHOMY NakeTy. [lanee OTKpbliBaeTCH
CTaHOapTHoe okHO Windows Cc nomoLlbio KHoMKKM O630p 1 Mbl yKa3blBaeM NyTb K canny kics.kud.
HdaHHbIA hana HaXoAUTCA B Manke, B KOTOPYIO Bbl pacnakoBanun apxume ¢ KICS for Linux Nodes, rge
HaxoauTcsa cbopka BepCcum 00 KOTOPOW Mbl XOTUM OOHOBUTL Halle NpuioXKeHne, B JaHHOM Cllyyae
apxwuB: kics-1.5.0.<HoMep cbopku>.zip.

Ha cnegytoweM ware o3HakoMagBweMmcs ¢ JIMLEH3MOHHbIM COorialleHneM n npuHUMaem ero.
MNocne 4ero mMacTep 3arpyxaeT (ansibl, HeobxoauMble 018 YCTAaHOBKU npuaoxxeHus, Ha Cepsep
aaMuHuncTpupoaHmsa KSC.

B Beb-koHconn KSC "MacTep c034aHMA MHCTaNNAUMOHHOINO NakeT" HaxoAuTca B pa3sjene:
OOHapy)XeHue YCTPOUCTB M pa3BepTbiBaHue — Pa3BepTbiBaHMEe U Ha3Ha4vYeHue -
NHcTannauuoHHble nakeTbl. Cefylouime waruv rnocje 3anycka Mactepa aHaJlornyHbl.

4 war. [anee nepexoaum B KSC, roe MOXXHO BOCMOJIb30BaTbCA MacCTEpPOM pa3BepTbiBaHMUSA
3aWwnThl. MacTep pa3BepThbiBaHUA 3allUTbl MNO3BOJISET MNPOBOAUTb YAAJNIEHHYIO YCTaHOBKY
MPUNOXKEHUA KAaK C MCMNOJIb30BAaHMEM CreLumnanbHO CO34aHHbIX MHCTaNNALMOHHbBIX NAaKeTOoB, TakK U
HanpsaMyto U3 AncTpmnbyTrBOB.

Bosspalwaemcsa B pa3gen [JonosiHUTeNbHO — YaasieHHas yCTaHOBKa U 3anyckaem "Mactep
yAaneHHou ycTaHoBKM". (B Beb-koHconm KSC nepexoamm B pasnen ObHapy>XeHue yCTPOUCTB
M pa3BepTbiBaHue - Pa3sBepTbiBaHUe U Ha3HaYeHue —» MacTtep pa3BepTbiBaHUA 3alLLLUThI).

[lanee Hy>XHO BbI6paTb MHCTANASALNOHHBIN NMAKET NPUIOXKEHUS, KOToOpoe TpebyeTcs YyCTaHOBUTb.
Ha cnepytowem ware BblIOUpalOTCa YCTPOMCTBA Ha KOTOPbIX Hago OOHOBUTbL MpuUsioXXeHue [0
HOBOW Bepcun. B okHe [MapameTpbl 3a4ayX yOAJIEHHOW YCTAHOBKM HACTPOMTE MapaMeTpbl
yOaNeHHOM YCTAaHOBKN MPUSIOXKEHUS.
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HDanee bygeT npedsioXXeHo BbIOpaTh AeNCcTBUE, KOTopoe TpebyeTcs BbIMO/HUTL, eCcnin Heobxoanumo
nepesarpy3nTb OMepauMoHHYD CUCTEMY BO BPeMsA YCTaHOBKM npuaoxxeHus. Bbibupaem
WHTepecylolee Hac JelcTeume M HaxkumaeMm "[anee", yka3blBaeMm, cienyeT Jin nepemellaTb
YyCTPOWCTBa B rpynny agMUHUCTPUPOBAHUSA MOCSe YCTaHOBKW AreHTa agMUHUCTpupoBaHusa. o
yMmonyaHuio ctout "He nepemewaTth ycTponcTBa'. lMNMocne 4yero Bbibupaem TpebyeTcs NM Ham
y4yeTHas 3anucb AN YCTaHOBKU WM YCTAaHOB/IEH areHT aAMUHUCTPUPOBaHNSA U HaxxumMmaeM [anee.

Ha cdvHanbHOM Lware no yMo4aHUI BapuaHT 3anyCcTuUTb 3afadvy nocne 3aBeplleHus paboTbl
MacTepa He BblbpaH. Ecnv Bbl BbibepeTe 3TOT MapaMeTp, 3afayva YAANIEHHOW YCTAaHOBKMU

NPUIOXKEHNA HAYHETCS Cpa3y rnocsie 3aBeplieHus paboTbl MacTepa. Ecnnm Bbl He BblibepeTe 3TOT
napameTp, 3afa4vya yAaneHHON YCTaHOBKM MPUJIOXKEHUS HE HaYyHeTCs. Bbl MoXeTe 3anycTuTb 3Ty
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3a4a4y B AajibHENLEM BPYYHYIHO.
2 cnoco6. ObHOBNIEHME C NOMOLLbIO KOMAaHAHON CTPOKM

O6HoBneHme KICS for Linux Nodes ¢ NOMOLLbIO KOMaHAHOM CTPOKM BbIMNOJIHAETCA NyTeM YCTaHOBKU
Ha YCTPOWNCTBO HOBOW BEPCUUN MPUIOXKeEHUA 13 nakeTa opmata RPM mnnan DEB B cooTBeTCTBUM C
TUMOM MeHe[)Kepa MNakeToB.

O6bpaTuTe BHMMaHWe, €CAU B HOBOW BEPCUN TMPUJIOXKEHUSA U3MEHWINCL YCIOBUS
JINLeH3MOoHHOr o cornaweHns n/vnu NMoanTnkn KOHPUOEeHUMasibHOCTU, BaM HY>XXHO MPUHATb
HOBbIE YC/I0BUSA B X04e 0OHOB/IEHNA MPUIIOXKEHUS.

YT1006bI MPUHATL YCJZIOBUA HOBbIX cornaweHun B xoge OGHOBJ’IGHI/ISI, HY>XHO WNCMOJIb30BaTb
MepeMeHHble OKPY>KeHWUsi  KICS EULA AGREED=yes , KICS PRIVACY POLICY AGREED=yes W
KICS USE KSN=yes/no .

YcTtaHoBka makeTa KICS for Linux Nodes ocyuiecTBaseTCs C MOMOLLbIO Cleaylolen KoMaHAabl B
COOTBETCTBUM C TUMOM MeHed)Xepa MakeToB. Ecam y Bac yCTaHOBAEH rpaduyeckun
MoOJIb30BATENbCKUA  UHTEPENC NPUNOXKEHUS NpeablayLlen BepCuX, BaM TaKXe HYXXHO
YyCTaHOBUTb NaKeT, coaep kalinin annbl rpanyeckoro nHTepdenca npuio>KeHms.

e [1ns nakeTa B popmaTe RPM:
# [KICS EULA AGREED=yes] [KICS PRIVACY POLICY AGREED=yes] [KICS USE KSN=yes/nol] rpm -U --
replacefiles --replacepkgs kics-1.5.0-< HoMmep cbopku >.<arch>.rpm [kics-gui-1.5.0-< HoMep cbHopku

>.<arch>.rpm]

roe <arch> - TUMN apXUTeEKTYpbl: i386 - onA 32-6UTHbIX onepaumoHHbIX cUucTeM, a Xx86_64 - aons 64-
OUTHBIX OMepPaLNOHHbLIX CUCTEM.

e [1na nakeTa B popmaTe DEB:

# [KICS EULA AGREED=yes] [KICS PRIVACY POLICY AGREED=yes] [KICS USE KSN=yes/no] apt-get install
./kics 1.5.0-< HoMep cbopkum > <arch>.deb [./kics-gui 1.5.0-< HoMep cbopkum > <arch>.deb]

roe <arch> - TUMN apXUTEKTYpPbI: i386 - ANa 32-6UTHbLIX ONMepaLUNOHHbIX CMCTeM, a amd64 - onsa 64-
OUTHBIX OMepPaLNOHHbLIX CUCTEM.

Mocne BbinoNHeHUA aaHHon koMmaHAbl KICS for Linux Nodes 6yaeT aBToMaTu4eCcKn nepesanyLuieH.

B xonoe o0OHOBNEHWA B HOBYIO BEPCUIO MNPUNIOKEHUS MEPEHOCUTCA >XypHasn cobbitun. Ong
60NbWMHCTBa MapaMeTpoB MCMNOJb3YIOTCA 3HAYeHUs, HAaCTPOEHHble ANS npenbigylien Bepcumn

MPUNIoXXeHnA. Ona HEKOTOPbLIX MapaMeTpoB YCTaHaBJINBalOTCA ocobble 3HavyeHus. Ecnm BoO BpeM4A

rMepeHoca MapaMeTpoB MO Kakom-nmbo npuumHe npoucxoauT owunbka, ONa NpuIoKeHns
yCTaHaBAMBAIOTCA 3HAYEHUSA MO YMOJHAHUIO.


https://support.kaspersky.ru/kics-for-linux-nodes/1.5/275634

Mi3meHeHns napaMeTpoB NPUIOXKEHUS], CAeNaHHble Noc/ie 3aBepLleHns 06HOBNEHUS 1 0,0
nepesanycka NpUI0XKeHNs!, He COXPaHSTCS.
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