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g4 # VIMNOPTUPYEM HYXXHblE MOLY N
import requests
import json
import logging
import time
from datetime import datetime

# y4eTHas 3anucCb NMoJsb30oBaTeNs, OT MMEHU KOTOPOro NPONCXOANT
noakJoyYeHme

USER_EMAIL = test@admin.com

# Naposib B XeLUMPOBAHHOM BUAE - CM. MHCTPYKLMIO MO U3BJIEYEHUIO XeLla
napons Bbie

USER_PASSWORD =

9cNmey2s3szMOly3v9l4w==" #hashed password
# IP agpec nnu nmsa xocta Kaspersky MLAD
MLAD_HOST = "192.168.179.131"

requests.packages.urllib3.disable_warnings()
logging.basicConfig(

level=logging.INFO,
format="'%(asctime)s - %(levelname)s - %(message)s’,

"7DFcwe0l6U1t8w422gQgWg2TPUXKPY XIKRFIWVhkrPKAs8kfWcinbHo7UYiIKMVYUa/rtHQ

"224y0qIWIn/zfnbl8YJIO3K+E38GcKtY8kRTyU2moNagGLUABgI9He)rHWWbIGAOE
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datefmt="'%Y-%m-%d %H:%M:%S'

)
logging.info(f"{20*'-'} START{20*'-'}")

auth_response = requests.post(
url=f'https://{MLAD_HOST}/api/authorize/',
json={

‘username': USER_EMAIL,

‘password': USER_PASSWORD,

),

verify=False,

)

logging.info(json.dumps(auth_response.json(), indent=4))

# timestamp - MOMEHT BpeMeHun, OT KOTOPOro Bce byaeT paccymnTbiBaTbCH,
3a4aeTcs B MAIMCEKYHOAX

# ONs OTNpaBKM 3arnpoca B peasilbHOM BPEMEHU MOXKHO BpaThb TEKYLLYID METKY
BPEMEHN:

# int(time()*1000)

timestamp_string = '2026-03-12 12:00:00'

timestamp_format = '%Y-%m-%d %H:%M:%S'

timestamp_obj = datetime.strptime(timestamp_string, timestamp_format)
timestamp_ms = int(timestamp_obj.timestamp() * 1000)
logging.info(f'{timestamp_obj} = {timestamp_ms} ms')

# period (ms)- Mepuoa, 3a KOTOPbLIV MAaHNPYETCA A0CTaTh AaHHbIE N3 UCTOPUN
B MUaancekyHgax. Ha ctpaHuue ncrtopum BeibrpaeTcsa 13 BblnagatoLero
Cruncka.

# eCcnn Mbl XOTUM 3HAYEHME 38 KOHKPETHYI0 MeTKY BPpeEMEHU, TO MOXKHO
MOCTaBUTb 3HAYEHNE 3HAYNTENIbHO HMXKE AUCKPETHOCTU, C KOTOPOW NMpuxXoaaT
OaHHble, HanpuMep, 10Mc

# interval (ms) - UHTepBan rpynnuUpPoOBKK (pecemnna) AaHHbIX. ECin faHHbIe
MPUXOOAT 0O4EeHb HYacTO, TO MO3BOJINT FPYNMNUPOBaTb AaHHbIE MO OKHaM

# EC/n Mbl XOTUM MoJly4aTb OOHO 3HAYeHMe pa3 B 5 MUHYT, HO He 3HaeM
TOYHbIE METKWN BPEMEHN, MOXKHO OTMNPAaBAATb 3anpoc Kakable (T<5min) MUHYT
N yKasaTb nepuop paBHbln T. B TakoM cnyyvae byneTt Bo3Bpaliatbcs 1mMbo ogHO
3HavyeHune, nMMbo HM ogHOrO.

# timestamp_position - No3MLNOHNPOBaHME LeHTpa BpeMeHu, T.K. timestamp -
06bI4HO “center’ T.e. 3HavyeHuUs 6yayT 6paTbca No o6e CTOPOHbLI OT HEro.

# T.e. ecnin Mbl roBopuM "Aan gaHHble 38 1 MUHYTY", 3Ha4YnUT BOo3bMyTCs 30
CeKkyHn 00 3agaHHoro timestamp v 30 cekyHp nocne. B uenom MoXXHO He
MEeHATb.

# element_uuid_list - UUID anemeHTOB Mogenen, 4bn apTedakTbl He06X0AMMO
MoJsly4nTb HapaBHe C Teramu



request data = {

‘period': 300000,

‘interval': 150000,

'tag_id_list': [76], # cnncok c HoMepamMu TeroB - MOXXHO MOCMOTPETb BO BKJIafKe
AKTUBbI

'‘timestamp_position': ‘center’,

'‘timestamp': timestamp_ms,

# element_uuid_list - cnucok c UID mogenein, 3 KOTopbIX Mbl XOTUM BpaTb
npeackasaHus Ans Teros U3 cnucka tag_id_list. Mo)xHO nocMoTpeTb B agpecHOM
cTpoke 6bpay3epa nocne Bbibopa COOTBETCTBYHOLWEN Moaenn B Beb-nHTepdence
- CM NHCTPYKLMIO BblLLe

‘element_uuid_list": [

'cabe5966-1c7f-11f1-8bb3-72a1019c¢5619"

Il

}

history_data = requests.post(
url=f'https://{MLAD_HOST}/api/trends/’,
json=request_data,

verify=False,

headers={
"Token': auth_response.json()['token'],
}

)
logging.info(json.dumps(history_data.json(), indent=4))

# lNpumMep BbIBOLA:
# 2026-03-13 13:25:29 - INFO - 2026-03-12 12:00:00 = 1773306000000 ms
# 2026-03-13 13:25:29 - INFO - {
# "REAL": {
#"76": [
# {
# "timestamp": 1773306080000000000,
# "y":997.8019959509448
# }
# |
#},
# "PRED": {
# "ca6e5966-1c7f-11f1-8bb3-7221019¢c5619": {
#"76": [
#{
# "timestamp": 1773306080000000000,
# "y":1002.8917846679688



#}

# ]
#}
#},
# "DIFF": {
# "cab6e5966-1c7f-11f1-8bb3-72a1019¢5619": {
#"76": [
# {
# "timestamp": 1773306080000000000,
# "y": 0.002571807693983069
# }
#],
# "cab6e5966-1c7f-11f1-8bb3-7221019¢c5619": [
#{
# "timestamp": 1773306080000000000,
# "y": 0.6879152193599999
#}
# ]
# }
# 1},
# "tags_order": [
# 76
# ],

# "tag_independent": [
# "cab6e5966-1c7f-11f1-8bb3-72a1019¢5619"
# ]
# }

#- REAL - 1amepeHHble (peaibHble) 3Ha4YeHNS MO 3arnpoLUeHHbIM Teram

#- PRED - lNpefckasaHnsa 3Ha4YeHUs Teros, cAejlaHHble KOHKPEeTHbIMU
aleMeHTaMn Mmogenu (crpynnupoBaHHble no UUID aneMeHTaM Mogenn)

#- DIFF - ApTethaKkTbl 3/1eMEeHTOB MOAe/N, Tak e crpynnuposaHsbl no UUID
3NnemMeHTa Mogenu. MoryT BHYTpU cofep>XaTb Kak apTedaKkTbl N0 Teram, Tak u
cobcTBEHHbIE

#- RULE - ApTedakTbl a1emeHTOB TUMa "lMpasnno”

#- tags_order - nopsfok Teros, Hy>XHO gnsa Ul.

#- tag_independent - nepeyuncneHne Bcex aptedakToB, Hy>KHO ans Ul.

#HeKoTopbIX KJIOYE MOXKET He OblTb, €C/IN NMPU 3aaHHbIX NapaMeTpax, He
OKaXXKeTCst AaHHbIX.



start_date = datetime(2024, 1, 1, 0, 0, 0).isoformat()
end_date = datetime(2024, 12, 31, 23, 59, 59).isoformat()
incidents = requests.get(
f'https://mlad/api/incidents/external?start_date={start_date}&end_date={end_date},
verify=False,
headers={
‘Token': auth_response.json()['token'],
3
)
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