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?2??7?7?7?7?» (KICS for Nodes 4.0)
? KPP0 2?00?7777

?2??7?7??77?» (KICS for Nodes 4.5)

B naHHOM CTaTbe pacCMOTpPEHbl BO3MOXXHOCTU peweHus KICS for Nodes no oTcnexxmBaHuio n
6710KMPOBAHNIO N3MEHEHNIN, BHOCUMbIX B CUCTEMHbIN peecTp onepaunoHHbIX CUCTEM CEMENCTBA
Windows (Ha npumepe OC Windows 7 n Windows 10).

B xone pa3BMTMA aTakn Ha ypoBHe paboyer CTaHUMN HapyLUMTENo NPUX0aNTCA U3MEHATb
OTAesbHble HACTPONKM AENCTBYIOLLEN CUCTEMbI, YTO BNEYET 3a COBO N3MEHEHME OTAENbHbIX
KJIl04en CNCTEMHOro peecTtpa. Mo3ToMy Ba)KHOWM COCTaBASAOLWEN NpoLecca OpraHM3aumnm 3awmnThl
KOHEYHbIX y3/10B nopg ynpasneHnem OC Windows sBnsieTcs oTcaexxmBaHme (a B OTAEsbHbIX
cnydaax — 610KNpoBaHMe) TaKUX N3MEHEHUN.

PelweHune KICS for Nodes rno3BonsieT KOHTPOJIMPOBATb BblOpPaHHbIE 3HAYEHUSA KTHOYEN CUCTEMHOIO
peectpa OC Windows 1 MTHOBEHHO MH(OPMUPOBaTbL aAMUHNCTPaTOPa MHPOPMaLMOHHON
6e30MacHOCTM 0 BHECEHNN U3MEHEHUIN B COOTBETCTBYOLLME HACTPONKN. JaHHbIN MHCTPYMEHT
MO3BOJISIET BbISIBUTb Ha PaHHEN CTagumn Clefylolwme HapyLeHns B Cucteme:

e NENCTBUS HApPYLLUMUTENsa B paMKaX pPa3BUTUA aTaku Ha CUCTEMY;

e MOMbITKW CUCTEMHOIO aiMUHNCTPATOPa BHECTU B cucTeMy «bonee ynobHbie» HAaCTPONKMY,
TeM CaMblM CHU3MB €€ 3alULLEHHOCTD;

e OLLINOKN B KOHUIYypaLUUnM ornepaunoHHON CUCTEMBI.

Pe3ynbTaT uKcaLnm NONbITKN HapyLUEeHUS MOXKET BblpakaTbCA Kak B yBeOOMJIEHUN
agMuHucTpaTopa Wb o HapyweHun, Tak n B 6JI0KMPOBKE NOMbITKN BHECEHNA N3MEHEHWI MO
BbIOpaHHbIM KJIt04aM peecTpa — B 3aBUCUMOCTM OT BbIBpaHHOIr0 pexxruma pearnpoBaHus
(«NHpopMupoBaTb» / «bnoknpoBaTb»).

PaccmoTpuM paboTy MHCTpyMeHTa «KOHTPOSb LenocTHoCTU cuctemsl» (KICS for Nodes 4.5) Ha
npuMepe KOHTPOJIA COCTOAHUSA PYHKUUN «YaanéHHbIN paboyunn cTon».



[na HAaCTPOMKKM COOTBETCTBYOWEN 3a4a4m Nnepenaém B OKHO CBONCTB PYHKLIMOHAIbHOCTH
«KOHTPO/Ib LLENIOCTHOCTN CUCTEMbI>».
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B okHe CBONCTB HaXXMéM KHoMKy «[0o6aBnUTb» N HACTPOUM 06 BHEKT MOHUTOPUHTa,
COOTBETCTBYHIOLLUNI KNOYY CUCTEMHOIO peecTpa, 0TBeYalLeMy 3a COCTOSAHME PYHKLMN
yaanéHHoro paboyero ctosna onepaunoOHHON CUCTEMbI:

e BeTka: HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\Terminal Server
e [lapamMeTp: fDenyTSConnections
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MNMocne HaCTPOWKM KJto4a akTUBMPYEM MPaBUIO, BKJOYUM pyHKLMIO «CnegnTb 3@ peecTpom» B
pexnme «MHpopMnpoBaTb» 1 3anNyCcTUM «KOHTPOJIb LEJIOCTHOCTU CUCTEMbI».
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Mepenném B yTUINTY agMuUHUCTpUpoBaHusa OC 1 BKAOYMM yaanéHHbIn paboynia cTos.
image.png

MpoBepuM, 4TO B XKypHase PyHKLUMOHANbHOCTU «KOHTPOJIb LIe/TOCTHOCTU CUCTEMBbI» MOSIBUIOCH
coobuieHne 06 N3MEHEHUN CUCTEMHOIO peecTpa C MOMETKON «TOJIbKO CTAaTUCTUKA».
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Y6eaonmcs, 4To NU3MEHEHME HACTPONKM CUCTEMbI MPOLLJIO YCMNELWHO — yAaNéHHbIN paboyunm cTon
BKJIIOYEH.
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MepeBeném yaoanéHHbin paboynin CTON B BbIKJIKOYEHHOE COCTOsIHME (L eneBoe A 3alimuaemMon
CUCTEMBI).
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N3MeHUM HacTponKy pexxuMa yHKUUn «CneanTb 3a peecTpoM» Ha «bloknpoBaTb» U NPUMEHUM
N3MEHEHMS, HaXkaB KHOMKY «OK».
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Mepenném B yTUINTY aAMUHUCTPUPOoBaHUa OC 1 nonbiTaeMcsi BKIKOYUTb YAaNEHHbIA paboynin
cTon.
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Y6ennmcs, 4To 6nokupyowasa texHonorusa KICS for Nodes otpaboTana n onepaunoHHasa cuctema
oTBeTWNa OWNOKOM Ha NOMNbITKY N3MEeHEHNSA HAaCTPOEK.
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MpoBepunM, 4TO B XXypHane QYyHKUNOHANbHOCTU «KOHTPOSb LLEeIOCTHOCTN CUCTEMbI» MOABUIOCH
coobuieHne o 3abN10KNPOBAHHON MOMbITKE U3MEHEHUSA CUCTEMHOIO peecTpa.
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AHanorn4yHbiM obpasom MoXXeT bbITb peann3oBaHO pearnpoBaHMe Ha N3MEHEHNE APYTrnX HaCcTPoeK
onepaunoHHbIx cnctem Windows. Hu)xe cnpaBo4YHO NpuBeaeHbl Habopbl Ko4Yen peectpa
onepauynoHHbix cnctem Windows 7 n Windows 10 ansa yHKUWA, U3MEHEHNe COCTOAHUSA KOTOPbIX
MO>XHO KOHTPOAMpoBaTb nan 61o0kMpoBaTh B Lensax obecnevyeHns 3alMLEHHOCTN CUCTEMBI.

BAXXHO! OTaenbHble KO4YX MOTYT pa3n4yaTbCs B 3aBUCUMOCTU OT BbINyCKa onepaunoHHON
cucTeMmbl. [laHHbIM MaTepuas NpenoCcTaBAseTCss B 03HAKOMUTESbHbIX LENsax U He MOXXeT ObiTb
NCMNONb30BaH 419 HAaCTPOMKN OEeNCTBYIOLWMX CUCTEM. HacTpolKa LeNCTBYOLWMX CUCTEM
OCYLLLECTB/IAETCS NCK/TIOYNTESIbHO Ha OCHOBAaHNM HAaMMEHOBaHUN haKTUYECKMX KIoYen,
NCMNoNb3yeMbIX B 3allULLIAEMON CUCTEME, C 0b6si3aTensHOM NpoBepkon paboTocnocobHoCcTM
CUCTEMbl B COOTBETCTBUM C YCTAHOBJIEHHbIMU TPpeboBaHUAMMN.

HabGop knwo4yen gna OC Windows 7

DOYyHKLMA

NMOJIUTUKA MAPOJIEN

MaKcrManbHbIA CPOK
OEeNCcTBMSA Napons

YIOAJIEHHbBIA MOMOLLHUK
(Remote Assistance)

BknoyeHne/OTKAOYEHNE
MOMOLLHNKA

Pa3pelueHve nosHoro
yrnpasieHus

MpennoxxeHne NoMoLLm
(HeCaHKUMOHNPOBAHHOE)

VnpaBneHVle 4aToOM

MyTb B peecTpe (Registry
Path)

HKEY_LOCAL_MACHINE\SYS
TEM\CurrentControlSet\Serv
ices\Netlogon\Parameters

HKEY _LOCAL _MACHINE\SYS
TEM\CurrentControlSet\Cont
rol\Remote Assistance

HKEY_LOCAL_MACHINE\SYS
TEM\CurrentControlSet\Cont
rol\Remote Assistance

HKEY_LOCAL_MACHINE\SOF
TWARE\Policies\Microsoft\Wi
ndows NT\Terminal Services

HKEY_LOCAL_MACHINE\Syst
em\CurrentControlSet\Contr
ol\Remote Assistance

YOANEHHbBIA PABOYUIA CTOJT (Remote Desktop / RDP)

Nmsa napameTpa

MaximumPasswordAge

fAllowToGetHelp

fAllowFullControl

fAllowUnsolicited

fEnableChatControl

3HayeHune

Yucno B gHAX (Hanpumep,
30, 90)

1 = BKJOYEH,
0 = OTKKO4eH

1 = Pa3pelueHo,
0 = ToNbKO NPOCMOTP

1 = Pa3pelueHo,
0 = 3anpeLeHo

1 = YaT BKJIlOYEH,
0 = YaT oTKJIto4YEeH
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BkntoyeHne/OTKA04YeHNE
RDP

AnbTEpPHATUBHbLIN NyTb
(MonnTnkn)

Konunyectso
0OHOBPEMEHHbIX CECCUN

3anpeT nNyCcTbiX Naponen

[MepeHanpasneHue USB
(RemoteFX)

Remote Registry (cny>x6a)

HKEY_LOCAL_MACHINE\SYS
TEM\CurrentControlSet\Cont
rol\Terminal Server

HKEY_LOCAL_MACHINE\SOF
TWARE\Policies\Microsoft\Wi
ndows NT\Terminal Services

HKEY_LOCAL_MACHINE\SYS
TEM\CurrentControlSet\Cont
rol\Terminal Server

HKEY_LOCAL_MACHINE\SYS
TEM\CurrentControlSet\Cont
rol\Lsa

HKEY_LOCAL_MACHINE\SOF
TWARE\Policies\Microsoft\Wi
ndows NT\Terminal
Services\Client

HKEY_LOCAL_MACHINE\SYS
TEM\CurrentControlSet\Serv
ices\RemoteRegistry

CETEBOE OBHAPY>XEHUE W OBLLWIA OCTYN

CeTeBoe 0bHapy>xeHue

O6wmin poctyn K hainam n
npuUHTEpam

O6wnin mocTyn K Narnkam
(aaMUH. pecypchbl)

Obwnin gocTyn K Nankam
(paboyas cTaHUMA)

AYOUT N COBbITUA

AyounT (rnobanbHoe
cocTosiHMe)

Pa3mep xypHana
6e3onacHoCTK

Pa3mep XypHana
MPUIoXKeHNN

HKEY_LOCAL_MACHINE\SYS
TEM\CurrentControlSet\Serv
ices\DNSCache\Parameters

HKEY_LOCAL_MACHINE\SYS
TEM\CurrentControlSet\Cont
rol\Print

HKEY_LOCAL_MACHINE\SYS
TEM\CurrentControlSet\Serv
ices\LanmanServer\Paramet
ers

HKEY_LOCAL_MACHINE\SYS
TEM\CurrentControlSet\Serv
ices\LanmanServer\Paramet
ers

HKEY_LOCAL_MACHINE\SYS
TEM\CurrentControlSet\Cont
rol\Lsa

HKEY_LOCAL_MACHINE\SYS
TEM\CurrentControlSet\Serv
ices\EventLog\Security

HKEY_LOCAL_MACHINE\SYS
TEM\CurrentControlSet\Serv
ices\EventLog\Application

fDenyTSConnections

fDenyTSConnections

fSingleSessionPerUser

LimitBlankPasswordUse

fUsbRedirectionEnableMode

Start

EnableNetbiosDetection

DisableServerThread

AutoShareServer

AutoShareWks

auditbaseobjects

MaxSize

MaxSize

0 = BkntoyeH,
1 = OTko4YeH

0 = BkJitoYeH,
1 = OTk/o4YeH

0 = Heckonbko ceccum,
1 = OgHa ceccus

1 = 3anpeTuTsb,
0 = Pa3pewunTb

0 = BbIKA,
1 = ToNbKO agMWHBI,
2 = Bce

4 = OTKJIIOYEHO

YnpasnseT obHapy>XeHuem
ceTen

1 = OTKAYUTL 06N
OOCTYnM K NpUHTEpaMm

0 = OTknto4nTb C$, ADMINS$

0 = OTKIO4YNTL 0bLLKe
pecypcbl

0 = OTKIOYNUTbL ayauT
6a30BbiX 06BHEKTOB

MaKCcuManbHbIA pa3Mep B
6anTax

MaKcuManbHbIA pa3Mep B
6anTax



O4uncTKa XXypHana (3anpet

rnepesanucu)

HKEY_LOCAL_MACHINE\SYS

TEM\CurrentControlSet\Serv

ices\EventLog\Security

KOHTPOJIb YYETHbIX 3ATMUCEN (UAC)

[NaBHbIN BbIK/lOYaTESb
UAC

[MoBeneHme 3anpoca ang
aOMUHNCTPaTOPOB

MNMoBeneHne 3anpoca A
06bI4HbIX MO/b30BaTeNen

MNepeknoyeHne Ha
6e3omnacHbIn paboyunin cTon

Pe>xum opgobpeHuns
aAMUHUCTPaTOPOM

O6Hapy>xeHne yCTaHOBKM
MPUNOXKEHWUI

ToNbKo NoAnMcaHHbIe
ncronHsemble anbl

Pexxum onobpeHus ans
BCTPOEHHOr 0
agMUHUCTpaTopa

UlAccess 6e3 6e3onacHoro
cToNa

BupTyanusaunsa gannos n
peecTpa

BOCCTAHOBJIEHVE CUCTEMBbI

HKEY_LOCAL_MACHINE\Soft
ware\Microsoft\Windows\Cu
rrentVersion\Policies\Syste
m

HKEY_LOCAL_MACHINE\Soft
ware\Microsoft\Windows\Cu
rrentVersion\Policies\Syste
m

HKEY_LOCAL_MACHINE\Soft
ware\Microsoft\Windows\Cu
rrentVersion\Policies\Syste
m

HKEY_LOCAL_MACHINE\Soft
ware\Microsoft\Windows\Cu
rrentVersion\Policies\Syste
m

HKEY_LOCAL_MACHINE\Soft
ware\Microsoft\Windows\Cu
rrentVersion\Policies\Syste
m

HKEY_LOCAL_MACHINE\Soft
ware\Microsoft\Windows\Cu
rrentVersion\Policies\Syste
m

HKEY_LOCAL_MACHINE\Soft
ware\Microsoft\Windows\Cu
rrentVersion\Policies\Syste
m

HKEY_LOCAL_MACHINE\Soft
ware\Microsoft\Windows\Cu
rrentVersion\Policies\Syste
m

HKEY_LOCAL_MACHINE\Soft
ware\Microsoft\Windows\Cu
rrentVersion\Policies\Syste
m

HKEY_LOCAL_MACHINE\Soft
ware\Microsoft\Windows\Cu
rrentVersion\Policies\Syste
m

Retention

EnableLUA

ConsentPromptBehaviorAd

min

ConsentPromptBehaviorUse

r

PromptOnSecureDesktop

EnableVirtualization

EnablelnstallerDetection

ValidateAdminCodeSignatur

es

FilterAdministratorToken

EnableUlADesktopToggle

EnableVirtualization

YnpasnaeT nepesanncbto 1
0O4YNCTKON

1 = UAC BK/IOYEH,
0 = UAC oTk/to4eH

0 = be3 3anpoca,

1 = 3anpoc AaHHbIX,

2 = 3anpoc cornacus,

5 = 3aTeMHeHune 3kpaHa

1 = 3anpoc faHHbIX,
3 = 3aTeMHeHue 3KpaHa

1 = 3anpoc Ha 6e3onacHoOM
cTone,
0 = Ha obbl4HOM

YnpasnseT
BUpTYyanmn3sauunen

1 = 3anpoc NoBbILLIEHNUA
npas Npu yCTaHOBKe

1 = Tonbko Ans
nognucaHHbIX hanaos

1 = Pexxum onobpeHuns gns
Administrator

1 = Pa3peLueHo,
0 = 3anpewieHo

1 = BkJoYeHa,
0 = OTKKO4YeHa



BoccTaHoBNEeHME cucTeMbl

BPAHOMAY3P

BkntovyeHne 6paHamayapa
(cTaHmapTHbIN Npothunb)

BkntoyeHne bpaHaoMayspa
(moMeHHbIN Npodub)

HKEY_LOCAL_MACHINE\SOF
TWARE\Microsoft\Windows
NT\CurrentVersion\SystemR
estore

HKEY_LOCAL_MACHINE\SYS
TEM\CurrentControlSet\Serv
ices\SharedAccess\Paramet
ers\FirewallPolicy\StandardP
rofile

HKEY_LOCAL_MACHINE\SYS
TEM\CurrentControlSet\Serv
ices\SharedAccess\Paramet
ers\FirewallPolicy\DomainPr
ofile

BE3OMACHOCTb MOAKIIHOYEHWUI

MoanucbiBaHMe MakeToB
SMB (knneHT)

MoponucbiBaHMe NakeToB
SMB (cepsep)

HKEY _LOCAL _MACHINE\SYS
TEM\CurrentControlSet\Serv
ices\LanmanWorkstation\Pa
rameters

HKEY_LOCAL_MACHINE\SYS
TEM\CurrentControlSet\Serv
ices\LanmanServer\Paramet
ers

KOHTPOJ1b MPOLIECCOB 1 OB BEKTOB

KBOTbI NaMATn Oons
rnpoueccos

OTnagka nporpamm

MpodunnnposaHue
npoueccos

CNY>KBA XKYPHAJIA COBbITUN

ALMUHUCTPaTUBHbIE
wabnoHbl Event Log

OTYHETbI OB OLUMBKAX

OTKNIOYNTL OT4YEThl 06
ownbkax Windows

HKEY_LOCAL_MACHINE\SYS
TEM\CurrentControlSet\Cont
rol\Session
Manager\Memory
Management

HKEY_LOCAL_MACHINE\SYS
TEM\CurrentControlSet\Cont
rol\Session Manager

HKEY_LOCAL_MACHINE\SYS
TEM\CurrentControlSet\Cont
rol\Session
Manager\Environment

HKEY_LOCAL_MACHINE\SOF
TWARE\Policies\Microsoft\Wi
ndows\EventLog\Application

HKEY_LOCAL_MACHINE\SOF
TWARE\Microsoft\Windows\
Windows Error Reporting

DisableSR

EnableFirewall

EnableFirewall

RequireSecuritySignature

RequireSecuritySignature

PagedPoolQuota

Debugger

PROFILER

MaxSize, Retention

Disabled

1 = OTKO4eHO,
0 = Bksto4yeHo

1 = BkoyeH,
0 = OTKNKO4eH

1 = BKJOYeEH,
0 = OTKNO4YeEH

1 = MoanwncbiBaHne
obazaTenbHO

1 = NMognucsbiBaHue
obazaTesnibHO

YnpaBnseT KBOTOM
CTPaHMYHOro nyna

YnpasnaeT oTnagymkamu
no ymos4aHuto

HacTponku
npouanpoBaHns

MapameTpbl pa3mepa u
XpaHeHus

1 = OTKA4YNUTb,
0 = BkntounTb



ABTO3AMNYCK (AUTOPLAY /
AUTORUN)

BapuaHT paboThl
aBTo3anycka

®naxok "Bcerpa
BbIMOJIHATL"

OTK/IOYNTL aBTO3anyckK
(nonHoCTbIO)

OTK/I0YNTb aBTO3aMyckK
IONs1 yCTPOWCTB, He
ABJIAOLWMNXCA TOMaMn

HKEY_LOCAL_MACHINE\Soft
ware\Microsoft\Windows\Cu
rrentVersion\Policies\Explor
er

HKCU\Software\Microsoft\Wi
ndows\CurrentVersion\Explo
rer\AutoplayHandlers

HKEY_LOCAL_MACHINE\Soft
ware\Microsoft\Windows\Cu
rrentVersion\Policies\Explor
er

HKEY_LOCAL_MACHINE\Soft
ware\Microsoft\Windows\Cu
rrentVersion\Policies\Explor
er

Habop knwoyen ana Windows 10

OYyHKLMA

MOJIUTUKA MAPOJIEN

MaKcrManbHbIA CPOK
OEeNCTBMSA Napons

MyTb B peecTpe (Registry
Path)

HKEY LOCAL MACHINE\SYS
TEM\CurrentControlSet\Serv
ices\Netlogon\Parameters

YOAJNIEHHbBIV MOMOLLHWNK (Remote Assistance)

BkntoyeHne/OTKA04YEHNE
MOMOLLHMKA

Pa3pelieHve nonHoro
yrnpaBseHns

MpepnoxxeHne nomMoLim
(HecaHKLMOHNPOBaAHHOE)

YrnpasJsieHue 4YaTom

HKEY_LOCAL_MACHINE\SYS
TEM\CurrentControlSet\Cont
rol\Remote Assistance

HKEY _LOCAL _MACHINE\SYS
TEM\CurrentControlSet\Cont
rol\Remote Assistance

HKEY_LOCAL_MACHINE\SOF
TWARE\Policies\Microsoft\Wi
ndows NT\Terminal Services

HKEY_LOCAL_MACHINE\Syst
em\CurrentControlSet\Contr
ol\Remote Assistance

YOANEHHbBIA PABOYUIA CTOJ1 (Remote Desktop / RDP)

BknoyeHne/OTKAOYEHNE
RDP

AnbTepHaTUBHbLIA NYyTb
(MonnTunkNM)

HKEY_LOCAL_MACHINE\SYS
TEM\CurrentControlSet\Cont
rol\Terminal Server

HKEY_LOCAL_MACHINE\SOF
TWARE\Policies\Microsoft\Wi
ndows NT\Terminal Services

NoDriveTypeAutoRun

DisableAlwaysShowCheckB
oX

NoAutorun

NoAutoplayfornonVolume

Nmsa napameTpa

MaximumPasswordAge

fAllowToGetHelp

fAllowFullControl

fAllowUnsolicited

fEnableChatControl

fDenyTSConnections

fDenyTSConnections

BuToBas macka (255 =
OTKJIOYUTb BCE)

1 = He noka3sbiBaTb
ha>Kok

1 = OTKJIIOYNTb aBTO3aMnycK

1 = OTknounTb ansa MTP
YCTPOWCTB

3Ha4yeHue

Yucno B gHAX (Hanpumep,
30, 90)

1 = BkJito4eH,

0 = OTKKO4YeEH

1 = Pa3peLlueHo,
0 = TonbKO NpoCMOTP

1 = Pa3peLueHo,
0 = 3anpeLieHo

1 = YaT BKJItOYEH,

0 = YaT oTKJItoYeH

0 = BkJitoYeH,

1 = OTko4eH

0 = BkJito4eH,
1 = OTko4eH



AyTeHTudunkauma Ha
ypoBHe ceTu (NLA)

3anpeT nycTbiX Naponen

Remote Registry (cny»x6a)

HKEY_LOCAL_MACHINE\SYS
TEM\CurrentControlSet\Cont
ro\Terminal
Server\WinStations\RDP-Tcp

HKEY_LOCAL_MACHINE\SYS
TEM\CurrentControlSet\Cont
rol\Lsa

HKEY _LOCAL_MACHINE\SYS
TEM\CurrentControlSet\Serv
ices\RemoteRegistry

CETEBOE OEHAPY)XEHUE W OBLLMIA OOCTYN

O6wmin gocTyn K nankam
(aaMUH. pecypchbl)

O6wnin gocTyn K Nankam
(paboyasi cTtaHUMSA)

OTknto4YeHmne SMBv1
(Hebe3onacHbI NPOTOKOJ)

AYOUT N COBbITUA

Pa3smep XxypHana
6e3onacHoCTK

Pa3mep XxypHana
MPUIoXKeHNN

Pa3mMep XypHana cucTembl

HKEY LOCAL MACHINE\SYS
TEM\CurrentControlSet\Serv
ices\LanmanServer\Paramet
ers

HKEY _LOCAL_MACHINE\SYS
TEM\CurrentControlSet\Serv
ices\LanmanServer\Paramet
ers

HKEY_LOCAL_MACHINE\SYS
TEM\CurrentControlSet\Serv
ices\LanmanServer\Paramet
ers

HKEY_LOCAL_MACHINE\SYS
TEM\CurrentControlSet\Serv
ices\EventLog\Security

HKEY _LOCAL_MACHINE\SYS
TEM\CurrentControlSet\Serv
ices\EventLog\Application

HKEY _LOCAL_MACHINE\SYS
TEM\CurrentControlSet\Serv
ices\EventLog\System

KOHTPOJ1b YYETHbIX 3AMUCEN (UAC)

[naBHbIN BbIK/IOYaTENb
UAC

MoBeneHne 3anpoca A
aAMVHUCTPaTOPOB

[ToBeneHne 3anpoca ons
06bIYHbIX NOSIb30BaTENEN

HKEY_LOCAL_MACHINE\Soft
ware\Microsoft\Windows\Cu
rrentVersion\Policies\Syste
m

HKEY_LOCAL_MACHINE\Soft
ware\Microsoft\Windows\Cu
rrentVersion\Policies\Syste
m

HKEY _LOCAL_MACHINE\Soft
ware\Microsoft\Windows\Cu
rrentVersion\Policies\Syste
m

UserAuthentication

LimitBlankPasswordUse

Start

AutoShareServer

AutoShareWks

SMB1

MaxSize

MaxSize

MaxSize

EnableLUA

ConsentPromptBehaviorAd
min

ConsentPromptBehaviorUse
r

1 = NLA obsizaTenbHa

1 = 3anpeTuTsb,
0 = Pa3pewunTb

4 = OTKJIIOYEHO

0 = OTkntounTh C$,
ADMIN$

0 = OTKJIIO4YUTL 0bLme
pecypcbl

0 = OTKIO4YEH

MaKcuManbHbIA pa3smep B
6anTax

MakcnManbHbIA pa3mep B
banTax

MaKcnManbHbI pa3sMep B
banTax

1 = UAC BKJIHOYEH,
0 = UAC oTkto4eH

0 = be3s 3anpoca,

1 = 3anpoc AaHHbIX,

2 = 3anpoc cornacus,

5 = 3aTeMHeHune 3KpaHa

1 = 3anpoc AaHHbIX,
3 = 3aTeMHeHune 3KpaHa



MepeknoyeHne Ha
6e3onacHbI paboynii cton

Pe)xum ogobpeHus gns
BCTPOEHHOro
afMUHUCTpaTopa

ObHapy>XKeHne yCTaHOBKM
MPUAoXKeHNN

ToNbKO NOAMUCaHHbIE
ncnosiHseMble albl

BupTyanusaunsa gannos un
peecTpa

SmartScreen (3awmTa OT pULWMHIa N BPeLOHOCHbIX CanlTOB)

BknoyeHne SmartScreen
nnsa Edge/Chrome

SmartScreen ons
npuno>XeHuin ns Store

BOCCTAHOBJIEHUE CUCTEMbI

BoccTaHoOBEHNE CUCTEMBI

HKEY_LOCAL_MACHINE\Soft
ware\Microsoft\Windows\Cu
rrentVersion\Policies\Syste
m

HKEY_LOCAL_MACHINE\Soft
ware\Microsoft\Windows\Cu
rrentVersion\Policies\Syste
m

HKEY_LOCAL_MACHINE\Soft
ware\Microsoft\Windows\Cu
rrentVersion\Policies\Syste
m

HKEY_LOCAL_MACHINE\Soft
ware\Microsoft\Windows\Cu
rrentVersion\Policies\Syste
m

HKEY_LOCAL_MACHINE\Soft
ware\Microsoft\Windows\Cu
rrentVersion\Policies\Syste
m

HKEY_LOCAL_MACHINE\SOF
TWARE\Policies\Microsoft\Mi
crosoftEdge\PhishingFilter

HKEY_LOCAL_MACHINE\SOF
TWARE\Policies\Microsoft\Wi
ndows\System

HKEY_LOCAL_MACHINE\SOF
TWARE\Microsoft\Windows
NT\CurrentVersion\SystemR
estore

BE3OMACHOCTb MOAKJTOYEHWI

MoanucebiBaHME NaKeToB
SMB (KnneHT)

|-|O}J,I'II/ICbIBaHI/Ie NnakeToB
SMB (cepBep)

OTYHETbI OB OLUMBKAX

OTKNIOYNTL OTYEThl 06
owmnbkax Windows

HKEY _LOCAL_MACHINE\SYS
TEM\CurrentControlSet\Serv
ices\LanmanWorkstation\Pa
rameters

HKEY_LOCAL_MACHINE\SYS
TEM\CurrentControlSet\Serv
ices\LanmanServer\Paramet
ers

HKEY_LOCAL_MACHINE\SOF
TWARE\Microsoft\Windows\
Windows Error Reporting

ABTO3AMNYCK (AUTOPLAY / AUTORUN)

PromptOnSecureDesktop

FilterAdministratorToken

EnablelnstallerDetection

ValidateAdminCodeSignatur

es

EnableVirtualization

EnabledV9

EnableSmartScreen

DisableSR

RequireSecuritySignature

RequireSecuritySignature

Disabled

1 = 3anpoc Ha 6be3onacHoM
cTone,
0 = Ha obbl4HOM

1 = Pexxum ogobpeHus ons

Administrator

1 = 3anpoc noBbILWEHNSA
npas Npu yCTaHOBKe

1 = Tonbko Ansa
NoAMMCaHHbIX alioB

1 = BkoyeHa,
0 = OTKKO4YEHa

1 = Bko4yeH

1 = Bkao4eH

1 = OTkYeHo,
0 = Bksto4eHo

1 = MoanwucbIBaHne
obsA3aTesibHO

1 = lNMoanwuceiBaHMe
obs3aTenbHO

1 = OTKI4YUTS,
0 = Bkawo4nTb



BapuaHT paboThl
aBTo3anycka

OTK/IO4YNTb aBTO3anycK
(noNHOCTLIO)

OTKNO4YNTE aBTO3anyckK
ONA yCTPOWCTB, He
ABNIAOLWNXCA TOMaMn

HKEY_LOCAL_MACHINE\Soft
ware\Microsoft\Windows\Cu
rrentVersion\Policies\Explor
er

HKEY_LOCAL_MACHINE\Soft
ware\Microsoft\Windows\Cu
rrentVersion\Policies\Explor
er

HKEY_LOCAL_MACHINE\Soft
ware\Microsoft\Windows\Cu
rrentVersion\Policies\Explor
er

BitLocker (wndposaHne aucka)

BkntoyeHune BitLocker

Tun wuppoBaHnA

HKEY_LOCAL_MACHINE\SOF
TWARE\Policies\Microsoft\FV
E

HKEY_LOCAL_MACHINE\SOF
TWARE\Policies\Microsoft\FV
E

Windows Update (6e3onacHOCTb 06HOBIEHUIA)

ABTOMaTU4yeckas
yCTaHOBKa 0OHOBNEHMI

OTKNtoYeHne obHoBNEHWIA

HKEY_LOCAL_MACHINE\SOF
TWARE\Policies\Microsoft\Wi
ndows\WindowsUpdate\AU

HKEY_LOCAL_MACHINE\SOF
TWARE\Policies\Microsoft\Wi
ndows\WindowsUpdate\AU

NoDriveTypeAutoRun

NoAutorun

NoAutoplayfornonVolume

EnableBDEWithNoTPM

EncryptionMethod

AUOptions

NoAutoUpdate

buToBas macka (255 =
OTKJIOYUTb BCE)

1 = OTKIOYNTb aBTO3anycK

1 = OTknounTb ana MTP
YCTPONCTB

1 = PazpewnTb 6e3 TPM

4 = XTS-AES 128,
6 = XTS-AES 256

4 = ABTOyCTaHOBKa

1 = OTknoYeHo,
0 = Bkto4eHo

NlaHHble Habopbl He SABNASIOTCS NCYeprbiBaloWMMN. Bbibop DyHKLUNIA, NoaNeXallnx MOHUTOPUHTY,
3aBUCUT OT KOH(UIrypaLnnN KOHKPETHON 3allMLLIaeMON CUCTEMBI.
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