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[aHHasa cTaTbA pacCMaTpPMBaAET OCHOBHbIE YTUJINTbl U METOAbI 014 JIOKaJIbHOINo NponrpbiBaHnUA
TpaduKa, BKNOYasa NOArOTOBKY AaHHbLIX, X BOCMPOM3BEeLeHe N aHaNNn3 pe3y/ibTaToB.

tcpreplay

tcpreplay - OCHOBHON MHCTPYMEHT BOCMNPOU3BEOEHUNSA, KOTOPLIN aBNseTcsa Hanbonee nonynsapHbIM
N PYHKLNOHANbHBIM MHCTPYMEHTOM AJ18 BOCMNpou3BeaeHns cetesoro Tpadumka ns PCAP-gainnos.
YTunnnTa no3BoaseT TOYHO BOCMPOM3BOANTb paHee 3axXxBavyeHHbIN TpahuK C KOHTPOJIEM CKOPOCTU
nepenayn v pasan4yHbiMnN ONUUAMU pPefaKTUPOBaAHNSA NaKeToB.

Ba3zoBoe ncnonb3oBaHue tcpreplay:

# lpocToe BocnpousBeneHue ¢danna

tcpreplay -i eth@ traffic.pcap

# BocrnpoussepeHue ¢ MaKCuUMasbHOM CKOpPOCTblo

tcpreplay -i eth® --topspeed --preload-pcap sample.pcap

# Bocnpou3BefeHue C 3apaHHoOW ckopocTbio (PPS)

tcpreplay -i eth@ -p 1000 sample.pcap

# BocnpousBeneHue C 3af@aHHOM NPOMYCKHOM CNoco6HOCTbI0

tcpreplay -i ethQ@ --mbps=100 sample.pcap

roe:

e -i interface - yka3aHune ceTeBOro nHTepgenca oas Bbisoaa
e --topspeed - BocnpousBegeHne ¢ MaKCUMabHON CKOPOCTbIO



e --preload-pcap - NnpeaBapuTesibHada 3arpy3ka ansia B NamMsaTb
(moBbIWaeT NPOM3BOANTENBLHOCTD)

-p speed - 3afgaHne CKOpPOCTU B NMakeTax B cekyHay (PPS)
--mbps=speed - 3aaHNe CKOPOCTU B Merabmutax B CEKyHOy
--loop=count - KONIM4ECTBO NOBTOPEHNI BOCNPON3BELEHNS

-K - 3arpy3ka Bcero ¢ansia B NaMaTb Nepen oTnpaBKomn
--unique-ip - N3MeHeHune IP-agpecoB B KaXKOoW ntepauunm

tcpreplay-edit

Ona agantaunn Tpaduka K TectoBon cpege KICS for Networks ncnonb3syetcs tcpreplay-edit:

# WN3MeHeHne IP-appecos
tcpreplay-edit --srcipmap=192.168.1.0/24:10.0.1.0/24 \
--dstipmap=192.168.2.0/24:10.0.2.0/24 \

--infile=original.pcap --outfile=modified.pcap

# lI3MeHeHne nopToB
tcpreplay-edit --portmap=80:8080,443:8443 \

--infile=original.pcap --outfile=modified.pcap
# PaHpoMu3auus appecos

tcpreplay-edit --seed=12345 --randomize-ips \

--infile=original.pcap --outfile=randomized.pcap

tcpdump

IOns 3axBaTa Tpaduka ncnonbsyetcsa ytunmta tcpdump:

# 3axBaT BCero Tpaduka Ha uHTepdeice

tcpdump -i eth@ -w industrial traffic.pcap

# 3axBaT C ¢uibTpauuen no nNpoTokKony

tcpdump -i ethO® -w modbus traffic.pcap 'port 502'

# 3axBaT C orpaHu4YeHueM pasmepa ¢ainna

tcpdump -i eth® -w traffic.pcap -C 100 # ¢aunsl no 100MB

# 3axBarT C BPEMEHHbLIM OrpaHU4YeHnem

timeout 300 tcpdump -i eth@® -w traffic 5min.pcap

# Modbus TCP (nopt 502)



tcpdump -i eth@ 'port 502' -w modbus.pcap

# DNP3 (nopt 20000)
tcpdump -i eth@ 'port 20000' -w dnp3.pcap

# IEC 61850 (nopTbl 102, 843)
tcpdump -i eth@ 'port 102 or port 843' -w iec61850.pcap

# PROFINET DCP

tcpdump -i eth@ 'ether proto 0x8892' -w profinet.pcap

# KOMOUHMpPOBaHHblE (UMb TPSI

tcpdump -i eth@ '(port 502 or port 20000 or port 102) and not icmp' -w industrial.pcap

P07 2007?27?77 ? 27?7?7777 Wireshark

Wireshark siBnseTca He3aMeHMMbIM MHCTPYMEHTOM /19 aHaJIn3a NPOMbILLJIEHHOr0 Tpaduka
nepen ero BocrpomnssegeHneM. MNpu 3axeate Tpadurka Bbl yBUAUTE YTO-TO nonobHoe:
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Pazbepem 6osee nogpobHO 3TO OKHO:

1. NMaHenb UALTPOB, NO3BOAAIOLAA HANTN Heobxoanmyo nHpopmauuto. NMoapobHee o Heé
paccKasaHo B MATOW rjaBe pykoBoACTBa.

2. MNaHenb HanMeHoBaHUN, pa3gensaLas MHPOPMaLIMIO U3 NMYHKTA 3 HA HOMep, BpeMeHs C
Ha4afa 3axBaTa Tpaduka, NCTOYHUK N agpecaT, a TakXXe UCMNoJsib3yeMbll MPOTOKOI,
pa3mep nakeTa n HeboNbLIYO MHOPMaLIMIO O CETEBOM MNaKkeTe.

3. NaHenb NakeToB, OOHOBAAOLWAACA B peasibHOM BpeMeHU. 34ecb nHpopMauns o nakeTax
pa3geneHa no ctonbuam, onpefenéHHbIM Ha NaHeNn HanMeHOBaHUN.

4. MNaHenb ypoBHEN, onuckiBatoLasa yposHn mogenn OSI BbibpaHHOro ceTeBOro nakeTa.

5. MaHenb MeTafaHHbIX, NpeACcTaBAsaoWas AaHHble B lWWecTHaguaTepnyHoM Koae n
CUMBONax.

BoT HekoTopble Nosie3Hble PUIbTPbI KOTOPbIE MOXXHO NPUMEHATL B MOUCKOBOW CTpoke wireshark:

# Modbus Ttpaduk

modbus

# DNP3 coobueHus
dnp3
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# IEC 61850 GOOSE

goose

# PROFINET Real-Time
pn_rt

# Ethernet/IP

enip

# AHanu3 ouwnb0OK B NpPOTOKONaXx

expert.severity == "Error"

# lMouck no IP appecy otnpasutens

ip.src == X.X.X.X

# Mouck no IP apgpecy nony4vartens

ip.dst == x.x.x.X

# Monck no TCP nopty 80
tpc.port == 80

# Takxe MOryT MCNoNb30BaTbCA JIOFMYECKWe onepaTopbl, Hanpumep:
N «and/&&»
mn «or/||»
HE «not/!»
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