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[aHHbIA pa3aen cCoaepXuT onrucaHmne npouecca Co3aaHns NopTaTUBHOINo ckaHepa (Ha 0bblYHOM 1
3aWMLLEHHOM (hdLW-HaKonnTene), a Takxe ocobeHHOCTN paboTbl C HUM.

e Co3aHMe NOPTaTUBHOIO CKaHepa Ha (ell-HakonuTtene

e /Icnosib30BaHMe MOPTAaTUBHOIO ckaHepa (v4.0) Tunosble Npobaemsl

e Icnosib30BaHMe MOPTAaTUBHOIO ckaHepa (v4.0) Tunosble cueHapun 1 NocT obpaboTKa
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MopTaTuBHLIN CKaHep npenctasnseT cobon noptaTuBHyto Bepcuto KICS for Nodes, He TpebytoLyto
YCTaHOBKWN Ha KOHe4yHoW y3en. NopTaTUBHbIN CKaHep 3anuncbiBaeTcs Ha CbeMHbIN anck no USB. OH
noaxoauT AN PEerynsapHOro CKaHMpOBaHMSA U30JIMPOBAHHbLIX MoAcMcTeM, 06opynoBaHMSA, a TakxXe
rOCTEBbIX YCTPOWCTB, Ha KOTOPbIX HEBO3MOXXHO Pa3BEPHYTb MOJIHOPYHKLMOHAIbHOE PELLEHME.

PPV PP PPV PPV 77?77?77

Hu>xe npuBeneHbl TpeboBaHWs ANsi co3gaHusa MopTaTUBHOIO CKaHepa:

e MoakntoyaeMbint Mo USB cbeMHbIn anck ¢ 2 'b ceoboagHOro mecTa.

e YcTaHoBNeHHas nporpaMMa Kaspersky Industrial CyberSecurity for Nodes ¢ KOMNOHEHTOM
MopTaTUBHbLIN CKaHep.

e [lenctButenbHasa nnueH3na Ha Kaspersky Industrial CyberSecurity for Nodes.

e [lenctButenbHaa nnueH3nsa Ha Kaspersky Industrial CyberSecurity for Nodes Portable
Scanner.

PPV VVP7D P PPV PPV ?9?7?7?77?77

B kayecTBe y3na ANS CO34aHUS MOPTATUBHOrO CKkaHepa HeobxoAMMO MCMNOMbL30BaTb Yy3en, Ha
KOTOopoM pa3BépHyTa Bepcua KICS for Nodes 4.0 n obHoBNEHbI aHTUBUPYCHbIe 6a3bl 40 NOCAeaHUX
aKTyaJIbHbIX BEPCUIA.

LWar 1.

B ob6nactu yBeooOMNEHUN B KOHTEKCTHOM MeEHI0 3Hayka nporpamMmmbl BbibepuTe OTKPbIThH
JnarHocTnyeckoe okHo. [lanee BbibepuTe onumMio CO34aHMNS NOPTATUBHOIO CKaHepa.

ONarHoCTn4eckoe OKHO.png

LWar 2.

HobaBbTe hann KnoYa, KOTopbI HeobxoomM 018 CO34aHMA NOPTATUBHOIMO CKaHepa. VMIHdopmaumsa
0 NMueH3nn oTobpasnTcs B OKHe MacTepa.

LWar 3.

MNpn HEOH6XOAMMOCTM MOXKHO BblIOpaTb AOMOJHUTEsNbHbIE OMUMWU: COXpPaHeHMe Tpadurka CeTeBbliX
NHTepdencos 1 BbiNosHeHNEe ayanTa 6e3onacHOCTN NpoBepsieMbiX YCTPONCTB.
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LWar 4.

Cnegywolwum wWwaroM HacTpaumBaeM o06/51acTb CKaHUpoBaHUA. PaccmoTpuM npuMep HaACTPOMKK
obnactm ckaHupoBaHUa p[NA ckaHepa co3paBaemoro KICS for Nodes 4.0, sBHbIM ob6pa3om
NCKJTIOYaOLWNIA:

e CKaHMpOBaHMe CeTeBbIX Marok y3jaa, B TOM 4ucjle CUCTEMHON CeTeBOW Mnanku, KoTopas
KaK npaBuWi0 MMeeTCA Ha y3nax nog ynpasnaeHnem OC Windows, Bo wu3sbexxkaHue
MOBTOPHOIMO CKaHWPOBAHUA HECBHEMHbLIX [OUCKOB YCTPOWCTBa; JaHHOe p[encTBue
PEeKOMEeHA0BaHO A1 COKpaLLeHUs BpEeMEeHU CKaHUpOoBaHuUs

e CKaHUpoBaHMe CbEMHbIX HakonuTenen; JlaHHoe AenCTBUe ONUUOHAaJNIbHO

e CKaHMpOBaHMe ornpenesiéHHOW rnarku, KoTtopas no TOW WM UHOW MNPUYNHE He O0JIKHA
nonacTb B o61acTb NpoBepkn. flaHHOe AEeNCTBUEe ONUMUOHAJNIbHO

IOnsa Bbibopa NCKOYEHUN NX HeobXxoanMMo 00B6aBUTb B CMNCOK SBHbIM 06pa3oM. AslbTEPHATUBHbLIM,
HO He MeHee 3(h(PeKTUBHbLIM CNOCOBOM MOXeET BbiTb NckNoYeHne obnactn My Computer n siBHbIN
BbIOOp HakonuTenen, KOTopble NoAe)XXaT CKaHMPOBAHMIO.

image.png

B OCHOBHbIX HACTPOMKax CKaHNPOBAHNA MOXHO BblIbpaTb MCKKOYEHUS A8 TUMOB COCTaBHbIX
06bekToB, MMBO 0CTaBUTb BLIBOP MO YMOAYaHMIO.
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Lar 5.

B paclmpeHHbIX HacTponkax Ans NepBUYHOr0 CKaHMPOBaHUS LienecoobpasHo yCTaHOBUTbL OMUMIO
«TOJIbKO MH(OPMMPOBATL». MNpu 06Hapy>XeHNN BpeAOHOCHbIX 06BEKTOB OKOHYaTesIbHOe peLleHne
0 OENCTBUSIX MOXXHO OyaeT MPUHATbL NpU NocieayloweM CKaHMPOBaHUKM, NMpeaHasHAaYeHHOM OJis
Ae3nHpeKLUN YCTPONCTB.

llar 6.

3 uenax onTUMMU3auUKM BPEMEHW MNPU CKAHWUPOBAHUM OAHOTUMHLIX Y3/10B NGO MHOrOKpaTHOM
MpoBepKe OOHOro0 YyCTPOMCTBa uenecoobpa3Ho 3agencTBoBaTb TexHonoruto iChecker B paspene
HAaCTpOeK MNpPOM3BOAUTENbLHOCTU. [LOMONMHUTENbHO A1 MOBbLILWEHMS CKOPOCTU peKoMeHayeTCs
nponyckaTb COCTaBHble 06beKTbl (apxuBbl) pa3mepom 6bosee 100 Mb, a Takxe 006BbeKThbl C
PaCc4YéTHbIM BpeMEHEM MNPOBEPKM, NpeBbILLaloWmnm 60 cekyHa,.
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lar 7.

epen HayaJioM Co3[aHNS CKaHepa PEKOMEHAYETCS BU3YyaJibHO MPOBEPUTb BblOpPaHHbIE HACTPOMKN.
Bce ykKasaHHble Ha 3TOM Ware AOencTeMa M o006NacTU CKaHUpPOBaHMA OyayT COXpaHeHbl B
KOH(PUIYPaLIMOHHbLIA asl CKaHepa W MNPUMEHEeHblI Mo yMon4YaHuto. Mpu HeobxoauMOoCTU 3TU
HaCTPOMKM MOXHO M3MEHUTb MNpPU 3arnycke CKaHMpoBaHWSA, 006aBMB COOTBETCTBYHOLLUME KIIOYMK
KOMaHOHOWN CTPOKMU.

lar 8

Ecnn Bbl BbIBMpann fONONHUTENbHbIE ONUNK, TaKMe KaK 3anncb Tpadurka n ayamt 6eszonacHocTy,
TO Ha crefyWmMX Wwarax HeobxoanMMo yKasaTb HaCTPOMKK ANS 3TUX onuuin. Hanpumep, Ha ware
BoibOpa OencTBur ONA 3anucu Tpadmka C CeTeBbiX UHTePdEenCcoB CKaHMPYeEMOro yCTPOWMCTBa
peKOMEeHAYyeTCsa orpaHnyYnTb Bpemsa 3anmncm 30 cekyHaamu.

Ha sTane Bbibopa mencteBuin no npoeepke 6e30MacHOCTU KOHUrypauun criegyeTt
3afaTb Habopbl NpaBuia, KOoTopble ByAyT 3a4eNCTBOBaHbl B Xx04€e MPOBeEpKW. ONA paclinpeHus
oxBaTa oOnepauMoHHbIX CUCTEM AOMNYyCTUMO BbibpaTb BCe Habopbl 3a MCKAOYEHMEM MOCNefHero
(TecToBOro). Mpu ycnoBum, 4To NepeyeHb onepaLlmMoHHbIX CACTEM N3BECTEH 3apaHee, AOoMyCKaeTcs
BbIGOp TONBLKO COOTBETCTBYHOLLNX HabopoB.

lar 9
Ha 3aknio4ntenbHoOM ware Heobxogmmo BbibpaTb LeneBoe YCTPOMNCTBO, KOTopoe 6Oynert
NCMONb30BaHO A1 CO34aHMA NOpTaTMBHOrO CckaHepa (USB-HakonuTenb): CTaHAapTHbIN dnew-

HakomnuTenb, Wan 6e3onacHbIN HAaKONMUTEb.
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e3ynbTaTe 6yJeT co3faH Ha (h3Ll-HaKonuTesie NopPTaTUBHbIA CKaHep.
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1. ?? Kaspersky Industrial CyberSecurity for Nodes.
2. ?7?KICS Portable Scanner
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kavscan.exe
update /source=<nyTb_K_manke_c_6azamun>.
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