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Onsa 6a3oBon HacTponkn kommyTaTopa Cisco 2960 Bam noHagobutcs:

caM KOMMyTaTop;

kabenb RJ-45-RS-232 nnn USB K RJ45 n RS232;

kKomnbtoTep ¢ COM-nopToM nnu nepexoaHnk USB 2.0-RS232 npu ero oTcyTCTBUN;
kabenb nutaHus CEE 7/7.

[Mocne TOro, Kak Bbl MOAKJIOYNIN KOMMYTaTOpP K MNTaHUNIO U OH BKJTKOYNIICA, Heobxoanmo
MOAKNOYNTb KOHCOJIbHbIN NMOopPT K CaMOMY KOMMYTaTOpPY N K KOMIMbKOTEPY.

[Ona Bxoda B TEPMUHAI KOMMYTaTopa HeE0OX0AMMO MCMOJIb30BaTh YTUNUTLI Bpoae Putty nnm
MobaXTerm.

MoakAto4YeHne K KOMMyTaTopy HeobxoanmMo BbiNoaHATL No COM nopTy co cneayowmnmm
napamMeTpamu:
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1. Korga Bbl MOAK/IOYAETECH K KOMMYTATOPY B MEPBbIN pa3 1 YCTAaHOBOYHbIN MacTep npegjaraert
rnowlaroByto HacTponky (Continue with configuration dialog? [yes/no]), Heo6xoanmMo oTKa3aTbCs OT
Hee.

2. [locne aToro 3arpy3nTCcs NoJib30BaTeNIbCKUN peXxuM BBOAblI «Switch>» — nepenauTe B
MPUBUIErNPOBaAHHbLIN PEXUM:

Switch>enable
Password: (HaxmuTe «Enter», nmaponb MO YMOSIYaHUI OTCYTCTBYET)

Switch# (pexvM npuBMNerupoBaHHOro pocTtyna obo3HayaeTCcs CUMBOSIOM #)

3. I3aMeHnTe nMa KomMmyTaTopa. [ 3TOro HY>KHO aKTUBMPOBATb PEXUM rnobanbHOM
KOHMMIypaLmm, 4To NO3BOJINT HAaCTpPanBaTb KOHPMIypaLmo BCEro KoMMyTaTopa:


https://www.ics-community.ru/uploads/images/gallery/2025-09/Mtbimage.png

Ecnn B ceTn ecTb MHOFO KOMMYTaTOPOB, TO YHUKAJIbHOE UMS LOJ/IKEH MMETb KaXKAbl 13
HUX. B fanbHenLweM 3To MOMOXXEeT OnpenennTb, YTO KOHUrypaLmna peannsyeTcs UMEHHO
Ha TOM YCTPOWCTBE, YTO HY>XXHO. [I/IMHHbIE UMEHA UCMO/Ib30BaTb HE PEKOMEHAYETCS, Nyylle
BbIOMPaTb KOPOTKME.

Switch# configure terminal
Switch(config)# hostname
Switch0O (HoBoe mma — Switch0O)
Switch00(config)#

4. 3apganTte MnapoJib Asda npmMBMnernpoBaHHOro pexnma:

Switch00(config)# enable secret <Baw naponb>
Switch@0(config)# service password-encryption (pobaBnseM coxpaHeHue naposiei B 3awndpoBaHHOM

BUaE)

5. PeKoOMeHpauua: 3anpeTnTe HeCaHKLUMOHNPOBaHHbIM Nonck B DNS:

Mpu BBOAE HEMPABWU/IbHOW KOMaHAbl KOMMyTaTop He OyaeT UckaTb AOMEHHOE NMs

Switch00(config)# no ip domain-Tlookup
Switch00(config)#

6. YcTaHoBuTe IP-agpec osisg nopTta ynpasieHNss KOMMYTaTOPOM:

Switch00(config)# interface fa0/0

Switch00(config-if)# no shutdown

Switch00(config-if)# ip address 192.168.0.1 255.255.255.0 (Ha nopt fa®/0 yctaHoBunu apgpec
192.168.0.1 255.255.255.0)

Switch00(config-if)# exit

Switch00(config)#

7. YcTaHoBUTE MapoJib O4Jid KOHCOJIbHOIo noaKJito4eHnsa.

Switch00(config)# line console 0
Switch00(config-1line)# password <Baw naponb>
Switch00(config-1line)# login
Switch@0(config-line)# exit

BbasoBas HacTpouka kommyTaTopa Cisco 2960 Ha 3TOM 3aBepLUaeTCA.



?707?7?°°7?7?77?7? VLAN

HacTponka Virtual LANs (VLANS) no3BossieT co34aBaTbh BUPTYasibHblE CEFMEHTbI CETU N JIOFNYEeCKN
pa3nenAatb Tpapuk Mexay HUMNU. PacCMOTPUM, YTO HY)XHO caesiaTbh onsa yctaHoBkuy VLAN.

1. Mepengnte B pexxum rnobanbHONM KOHPOUrypaunm:

Switch00# configure terminal

Switch00(config)#

2. CospanTte VLAN, HanpuMep VLAN 10 ¢ nmeHemMm:

Switch00(config)# vlan 10
Switch@0(config-vlan)# name Platform0l

Switch@0(config-vlan)# exit

3. Ha3Ha4bTe nopTbl VLAN:

Switch@0(config)# interface <1 _wu> <H u> (Hanpumep, fa0/1)
Switch00(config-if)# switchport mode access
Switch00(config-if)# switchport access vlan 10

Switch@0(config-if)# exit

Ha3Havyaem riopt Ha VLAN 10. <Tu> — Turn nHtepgerica, Hanpumep FastEthernet nan
GigabitEthernet, <H n> — HoMep NHTepgerca, KOTOPbIV Bbl XOTUTE HACTPOUTL, HaripuMep
0/1.

4. MNMocne 3aBepLUeHNa HAaCTPOMKN He 3abyabTe COXPaHUTb U3MEHEHUS:

Switch@0# copy running-config startup-config
HekoTopble 0603HaYeHuUs:

access port - 3TO NOPT, KOTOPbLIN NpUHaAnexuT K ogHoMy VLAN, 1 MoXXeT nepegaBaTb
HEeTEernpoBaHHbIN MHHOPMALMOHHbLIN TPpaduK;

trunk port - 3To0 KOMMyTaUNOHHbLIA NOPT, MOCPEeACTBOM KOTOPOro MOXeT rnepenaBaTbCA
TEernpoBaHHbIN Tpauk oT ogHOro n1mbo Heckosbknx VLAN.



KommyTaTopbl Cisco paHHUX Bepcun paboTann ¢ gsyms npotokonamu: 802.1Q, ISL. Btopon
N3 HNX OTHOCUTCSH K NPONpMeTapHOMY NPOTOKOY, KOTOPbIA MPUMEHAETCS B
KOMMYTaUMOHHbIX riaTtopmax Cisco. DTOT NPOTOKOJI MO3BONSET MHKAMNMCYMpoBaTb hpenm
C Lesibio nepefayn aHHbIX 0 MPUYacTHOCTU K ToMY nnu nHomy VLAN. CoBpeMeHHble
MoAenn 3TOT NPOTOKO He MoAAepPXMBALOT, a paboTatoT Tonbko ¢ 802.1Q.

Ona Ha3HavYeHNs KOMMYyTaLMOHHOIro nopta goctyna B VLAN 10 HYy>)KHO HanucaTb cregyowme
KOMaHAbl:

Switch00(config)# interface fa0/1
Switch00(config-if)# switchport mode access

Switch00(config-if)# switchport access vlan 10

HacTpoinka gnana3oHa KOMMYTaLMOHHbIX NopToB ¢ fa0/4 go fa0/5 BbinoaHAETCSA
cnepyowmm obpasom: swl(config)# interface range fa®/4 - 5

YT06bl MMETb BO3MOXXHOCTb Nepefaydn Tpadunka ot Heckosbkux VLAN nocpenCcTBoM O4HOMO MopTa,
ero csiefyeT rnepeBecTu B pexxum trunk. KOHKpeTHble peXxuMbl UHTepdernca (pexxmm yMmon4aHus
OT/NIMYAIOTCA AN1A pa3HbIX Moaenen):

e auto - 3To aBTOMATUYECKUI PeXnUM rnopTa, U3 KOTOPOro nepexon B pexxum trunk
BO3MOXXEH TOJIbKO B TOM CJly4ae, ecqiv NopT Ha APYroM KoHue cBs3n byaeT B pexume
desirable nnu on;

e desirable - 3To peXxxunm, U3 KOTOPOro NOPT MOXKET NePenTun K pexxmnmy trunk; B aTom
COCTOSIHUWN OH NepnognyHo rnocblnaeT DTP-kagpbl K ApyroMy nopTy, 3anpalwmsBas ero
nepenTun B pexxum trunk; aToT pexxum byaeT ycTaHOBJIEH, €C/K APYron NOPT HAaX04UTCS B
OLHOM N3 Tpex pe>xKnmoB: auto, desirable nnn on;

e trunk - B 3TOM C/aly4ae NOpT MOCTOSAHHO nNpebbiBaeT B cocTosHMM trunk, fake ecnan
OpPYron NopT He MOXKET NOAAEPKNBATb TAKOWN XXe pexum;

e nonegotiate - 3To peXxum, C KOTOPOro NOPT FOTOB BbIMOJIHUTL Nepexon K pexxunmy trunk;
OH He BbINoJHAET nepefadvy DTP-kagpoB K ApyroMy nNopTy. DTOT PEXUM NpenycMoTpeH
0N NCKJTIYEHNA KOHMMKTHbBIX CUTyauun ¢ apyrum obopynosaHmnem (He 6peHaa Cisco).
B 3TOM cnyyae KOMMyTaLMNOHHOE YCTPONCTBO Ha OPYIrOM KOHLLE CBA3M A0/KHO BbITh
HaCTPOEHO B PYYHOM pexmnme OJ11 UCMONb30BaHNA pexxuma trunk.

Mo ymon4daHuto gns pexuma trunk paspewatotcs sce VLAN. YTob6bl yepe3 nobon ns
noaaep>xxmpaembix VLAN BbIMosIHANACk NepedaYdya AaHHbIX, OH OO0/KeH ObiTb aKTUBHbIM. B
aKTUBHYIO (pa3y OH NepexoauT Torja, Korga ero cosfasim Ha KoMmMmyTaTope U OAVH U3 ero NnopToB
HaXOAUTCH B pexxmme up/up.

VLAN co3paeTcs Ha KOMMyTaTope rnocpeacTBOM KoMaHAbl vlan. TakXXe OH MOXeT (popMMpoOBaTbLCA
aBTOMaTMYeCKN Ha KOMMyTaTope, Korga K Hemy A06aBnsa0TCA MHTEPMENChl B peXnme access.

IOnsa co3gaHua ctaTtudeckoro trunk HY>XXHO MOpTa HY>XHO HalMncaTb cieaytouime KoMaHabl:



Switch00(config)# interface fa0/22
Switch00(config-if)# switchport trunk encapsulation dotlq
Switch00(config-if)# switchport mode trunk

N3HavanbHO, Mo yMon4aHuto, B trunk paspewatotcs Bce VLAN. TakXxe MOXKHO co34aThb
orpaHuyeHune nepeyHsa VLAN, KoTopble MOXHO rnepefaBaTb 4Yepes TOT uam nHon trunk. YTobebl
yKa3aTb CNUCOK pa3pelleHHbiX VLAN ang nopTta fa0/22 HY>KHO BbIMOJIHUTb:

Switch00(config)# interface fa0/22
Switch00(config-if)# switchport trunk allowed vlan 10

?79°?°07?7?7?7?7? SPAN

e [1na ncto4Hnkos SPAN Bbl MOXXeTe oTCNexmBaTb Tpauk ana ogHoro rnopta uam VLAN, a
Takxe 459 cepun Uan grnanasoHa noptoB nam VLAN ons Kaxgoro ceaHca. CoemewlaTb
MopThl-UCTOYHUKN N VLAN-NCTOYHNKK B 0ogHOM ceaHce SPAN HEBO3MOXXHO.

e [1OPT Ha3Ha4YeHMA He MOXET BbITb MOPTOM UCTOYHUKA; MOPT UCTOYHMKA HE MOXKET BbITh
MOPTOM Ha3Ha4YeHuns.

e HeBO3MOXXHO UMeTb ABa ceaHca SPAN, NCNonb3yLWKUX OAWH U TOT »XXe NOPT Ha3HaYeHus.

e [1py HaCTpoOMKe NMopTa KOMMYyTaTopa B Ka4ecTBe NopTa Ha3HayvyeHUs SPAN oH 6osblie He
ABnsieTca 06bIYHLIM MOPTOM KOMMYyTaToOpa; Yepe3 NopT Ha3HavyeHmna SPAN npoxoanTt
TOJIbKO OTC/IeXXUBaEMbI TpaguK.

e BBoa KOMaHp KoHGurypaumm SPAN He yoanseT paHee HacTpoeHHble napameTpbl SPAN.
Ons yonaneHnsa HacTpoeHHbIX napameTpoB SPAN Heobxoanmo BBecTu riobanbHyto
KOMaHOy KOH(Urypaumm no monitor session { session_number | all | local | remote }.

e [1ns nokanbHoro SPAN ncxogsume nakeTbl Yepes nopT Ha3HadeHnsa SPAN cogepxaT
NCXOAHbIe 3aroflIOBKN MHKancynaunm — 6e3 TeroB unm IEEE 802.1Q — ecnn yKasaHbl
KJIl04eBble CJI0Ba perninkauum nHKancynauum . Ecnuv kitdeBble C/10Ba He YKa3aHhbl,
nakeTbl OTNPaBAATCA B UICXOOHOM hopMaTe. [11a nopToB HasHavdeHUs RSPAN
ncxopsaume rnakeTbl HE TEernpyroTCS.

e Bbl MO)KeTe HaCTPOUTb OTKJIIOYEHHbIN NOPT KakK NOPT UCTOYHUKA UIN Ha3HAYeHMUS, HO
dyHKLUMA SPAN He 3anycTUTCA, NMOKa He ByayT BKAOYEHbI MOPT Ha3Ha4YeHUs 1 XoTs bbl
OAVH MOPT UCTOYHMKA uian ncxogHasa VLAN.

e Bbl MoxeTe orpaHu4uTb SPAN-Tpaduk onpepesneHHsiMrn VLAN € MOMOLLbIO KJIKOYEBOI O
cnoga filter vlan . Ecnuv oTcneXxnBaeTCca TPAHK-MOPT, OTC/IEXMNBAETCH TOJIbKO TPaguK B
VLAN, yKa3aHHbIX 3TUM KJ1l04EeBbIM CJIOBOM. [10 yMO14aHMIO Ha TPaHK-NoOPTY
oTcnexusatoTca sce VLAN.

e B ogHOM ceaHce SPAN Henb3da cMewmnBaTb ncxogHbole VLAN v ounbeTpytowive VLAN.



BonauTe B NnpuBmaernpoBaHHbin pexxmum EXEC n BbinoNHUTE criegylowme 4eNCTBUS, 4Tobbl
co3gaTb ceaHC SPAN 1 yka3aTb ucxoaHble (KOHTpoanpyemsbie) nopThl uam VLAN, a Tak)xe nNopThl
Ha3Ha4YeHNsa (KOHTpoMpyeMsble):

LWar

Lar

LWar

KomaHpa

configure terminal

no monitor session { session_number | all | local
| remote }

monitor session session_number source {
interface interface-id | vlan vlan-id } [ , | - ] [ both
| rx | tx ]

Uenb

BononTe B pexxmm rnobanbHOM KOHpUrypaymm.

Ypannte nobyto CyLLeCcTBYOLLYO KOHpUrypaumio SPAN
ON5 ceaHca.

[na session_number opnana3oH cocTaBaseT oT 1 1o 66.
YkaxxuTte all , 4yTobbl yoanntb Bce ceaHcbl SPAN, local ,
4T106bI y@NTb BCE JIOKaJIbHblE CeaHChl, Ui remote,
4TO0Obl YAANMUTb BCE yAaneHHble ceaHCbl SPAN.

YKaxxunte ceaHc SPAN 1 MopT UCTOYHMKA
(KOHTpONIMpyeMbIin MopT).

Ina session_number onanasoH cocTassiseT oT 1 fo 66.
Ons interface-id yka»xnte UCXo4HbIA MOPT UAKX
ncxonHyto VLAN 018 MOHUTOPUHTA.

o [1na mapameTpa source interface-id ykaxunte
MOpT NCTOYHUKA A9 MOHUTOPUHra.
JonycTuMble nHTEpPdenchbl BKAOYaAOT
husnyeckne MHTepENCol N nornvyeckne
MHTepdencel nopT-kaHan ( port-channel
port-channel-number ) . lonyCTuMble HOMepa
nopT-KaHanos — oT 1 o 6.

e [1na vian-id ykaxxute ncxogryto VLAN gns
MOHUTOPWHra. AnanasoH 3Ha4yeHum — o1 1
no 4094 (nckno4das RSPAN VLAN).

MpuMmeyaHue. O4NH CeaHC MOXET BKJIIOYaTb HECKOJIbKO
NCTOYHMKOB (NopToB nnu VLAN), onpefeneHHbIX B cepumn
KOMaHZ, HO Bbl He MoXKeTe 06beANHNTb UCXOAHbIE
nopTbl  ncxogHsle VLAN B ogHOM ceaHce.
(HeobsazaTenbHo) [, | - ] YKaknTe ceputo uam anarnasoH
MHTepgencos. Beegnte npoben 4o 1 nocse 3anaTon;
BBeAuTe npoben oo u nocne pgeduca.
(HeobsazaTenbHO) YKa)kmuTe HanpaBneHne Tpadurka ons
oTcnexunsaHusa. Ecnv HanpasieHue Tpaduka He
yKa3aHo, SPAN oTcne)XnBaeT Kak UCXOAAWNN, Tak 1
BXOAAWMNN TpaduK.
e both — oTcnexmnBaTb Kak BXOAALWNNA, TaK U
NCXoaawmm Tpauk. ITOT BapuaHT
MNCMNOJIb3yeTCs Mo yMOJYaHUIo.
e rX — MOHUTOPUHI MONYYEHHOr 0 Tpaduka.
e tx —MOHUTOPUHI OTNpPaBAEHHOro Tpaduka.

MpumMmeyaHue. Bbl MOXXeTe NCNONb30BaTb KOMaHAy
monitor session_number source HeCKOJIbKO pa3 ans
HaCTPOMKMN HECKOJIbKNX MCXOAHbIX MOPTOB.



War monitor session session_number destination { YkaxkuTe ceaHc SPAN 1 nopT Ha3HavyeHusa (nopT
4 interface interface-id [, | -] [ encapsulation { MOHUTOPWHra).
dotlq | replicate}]} [na session_number yKa)ute HoMep ceaHca,

BBEAEHHbIN Ha LWare 3.
MpuMmeyanume. na nokansHoro SPAN Heobxoammo
MCMNOJIb30BaTb OAVH U TOT XKe HOMep ceaHca Ans
MCXOOHOr0 U LLeNeBoro MHTepercos.
Ons interface-id yka)xnte nopT Ha3HavyeHus. IHTepgenc
Ha3Ha4eHus JosKeH 6biTb PU3NYEeCKMM MOPTOM; OH He
MoxeT 6bITb EtherChannel nnu VLAN.
(Heobs3aTenvHo) [, | - 1 YKakuTe ceputo nam granasoH
MHTepdencoB. Beeaute npoben o u nocne 3anaToun;
BBeauTe npoben oo v nocne geduca.
(Heobsa3zaTenbHo) BeegnTe encapsulation dotlq,
4T06bI yKa3aTb, 4YTO MHTephEenc HasHavYeHns
MCronb3yeT MeTo UHKancynaumm IEEE 802.1Q.
(Heob6sazaTenbHo) BBeanTe encapsulation replicate ,
4TOObI YKa3aTb, YTO LLeSIeBON MHTEP(ENC KONPYeT
MeTOo[ WHKaNCyaumnum NCXoaHoro nHtepdenca. Ecnm
3TOT NapaMeTp He BblibpaH, Mo yMOHYaHUIO NaKeThbl
OTMpPaBASATCA B UCXOAHOM hopMaTe (6e3 Teros).
MpumMmeyaHme. Bbl MOXXeTe NCNOIb30BaTb KOMaHAy
monitor session session_number destination
HECKOJIbKO pa3 A9 HaCTPOMKM HECKOJIbKMX MOPTOB

Ha3Ha4vyeHus.
War end BepHuTech B npuBmaernpoBaHHbin pexxnm EXEC.
5
LWar show monitor [session session_number] MpoBepbTe KOHhUrypaumio.
6
show running-config
War kKonupoBaTb running-config startup-config (Heobs3aTenbHo) CoxpaHnTe KOHpUrypauumio B tarine
7 KOHMUrypaumn.

Mpumep HacTporkn SPAN Ha kommyTaTope ana VLAN 10:

Switch@0>enbale

Switch@O#conf t

Switch00(config)#no monitor session all

Switch00(config)#monitor session 1 source vlan 10 both

Switch@0(config)#monitor session 1 destination interface f0/24 encapsulation replicate
Switch00(config)#end

SwitchQO#wr

?279°?°7?7?°7?7?7?7? SNMP



HacTtpoinka SNMP Ha komMmyTaTopax 1 MapwpyTusatopax Cisco N0O3BOANT BaM MOHUTOPUTb
COCTOSIHME OEBANCOB M COXPaHUTb CBOW HEPBbI/BPeMS, B Cly4YasaX, KOrga oHu HadmHalT cbonTb
(urpa Ha onepe)xeHue). B uenom, BuIrAANT 3TO TakK: CeTeBoe YCTPONCTBO ByaeT oTnpaBnaTb
nHgpopmauuto o CPU, namaTtun, Temnepatype, I/O n npo4nx Ha NMS (Network Management
System) cepsep.

Y106kl HacTponTb SNMP Ha KoMMyTaTope HeEOH6XOANMO BbIMOJIHUTL C/eAyoWmne KOMaHabl:

Switch@0>enable

Switch@0#conf t

Switch00(config)#snmp-server

Switch@O(config)#snmp-server community public RO (Tonbko read-only npaBa ons ny6avM4yHON CTPOKM
coobuecTBa)

Switch@0O(config)#snmp-server community private RW (read-write npaBa ons npuBaTHOW CTPOKM
coobwecTBa)

Switch00(config)#snmp-server enable traps (Bknw4yenue SNMP trap)
Switch00(config)#snmp-server host 192.168.0.100 public (3pecb mMoxeT 6biTb Nnwbon agpec NMS
cepsepa)

Switch00(config)#exit

SwitchOO#write memory

P07 ?2?7°7°°7°707?277° 27?7?7777 SSH/Telnet

Switch00# clock set 18:32:00 08 January 2024 (ycTaHOBKa TeKyWero BpeMeHW W paThbl)

Switch@0# conf t

Switch@0(config)# line vty 0 2 (nepexon K pPeXuMMy KOH(-U TepMUHANbHBIX JIMHUN
Switch@0(config-line)# transport input telnet (nopkniw4yeHune Tonbko Mo telnet)
Switch00(config-line)# password <Baw naponb> (akTuBupyeMm naponb gnsa telnet ceccun)
Switch@0(config-line)#login local (Bxom no MMeHW Nofb30BaTesns WM Maposio M3 JlokasibHOW 6a3bl
OaHHbIX)

Switch@0(config-line)#logging synchronous (3anpewaeT BbiBOA KakKWUX-NMOO KOHCOJSIbHbIX COOOWeEHWN,
KOTOpble B CBOKW O4Yepefnb MOTYT MpepBaTb BBOA KOMaHQ B KOHCOJSIbHOM pexumMe)
Switch00(config—line)# end

Switch@O# copy running-config startup-config (coxpaHseM HacTpoWku)

Y4yuTbiBas, 4To nHpopmaunsa rnpu telnet-coegnHeHnsax nepenaeTcs B OTKPbITOM BUae,
peKoMeHAayeTCsa UCnosb3oBaTb SSH-coeanHeHns, KoTopble obecneyaT WngpoBaHme
Tpaduka.



Switch00# clock set 18:32:00 08 January 2024 (ycTaHOBKa TeKylWero BpPeMeHW W pJaThbl)

SwitchQ0# conf t

Switch@0(config)# ip domain name google.com (3apaeM QOMEH, e€C/M ero HeT nuweTcsa nwboW)
Switch00(config)# crypto key generate rsa (reHepupyem RSA-kniua nopg ssh)

Switch00(config)# ip ssh version 2 (yka3biBaeM Bepcutw SSH-npoTokona)

Switch@0(config)# ip ssh autentification-retries 3 (ycTaHaBnvMBaeM [OMYCTUMOE YMCIIO MOMbITOK
nopkmoyeHna no SSH)

Switch@0(config)# service password-encryption (pobaBnseM coxpaHeHue naposiei B 3awndpoBaHHOM
BuUpOe )

Switch@0(config)# line vty 0 2 (nepexon K pPeXuMMy KOH(-M TepMUHANbHBIX JIMHUIA
Switch@0(config-line)# transport input ssh (nopgknwyeHue TONbKO Mo SSH)
Switch00(config-1line)# exec timeout 20 0 (akTMBMpPYyeM aBTOMaTM4YeCKyld cMepTb SSH-ceccum 4yepes 20
MUHYT)

Switch00(config—line)# end

Switch@0# copy running-config startup-config (coxpaHsieM HaCTpPOWKM)

Onsa Toro, 4yTObObI HE OorpaHnN4MBaTbCA OAHUM MPOTOKOJIOM N NUCIMOJIb30BaTb KaK SSH Tak u
Telnet, MOXKHO 3aMeHUTb KOMaHAy transport input ssh Ha transport input all
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[JaHHasa cTaTba paccMaTpMBaeT OCHOBHbIE YTUWINUTbLI U MeTOAbl OJ15 JIOKaJIbHOr0 NMpourpbiBaHnA
Tpaguka, BKJOYasa NoAroTOBKY OaHHbIX, MX BOCMNpPoOM3BedeHe U aHaIn3 pe3ysibTaToBs.

tcpreplay

tcpreplay - 0CHOBHOI MHCTPYMEHT BOCNPOM3BEAEHMNSA, KOTOPbLIN ABNseTCA Hanbonee nonynsapHbIM
N PYHKLNOHANbHBIM MHCTPYMEHTOM 418 BOCMNpOu3BeneHns ceteBoro Tpagpmka ns PCAP-gainnos.
YTnnnTa no3BoasieT TOYHO BOCMPOM3BOANTb paHee 3axBavyeHHbIN TpahuK C KOHTPOJIEM CKOPOCTU
nepenayn v pasanvyHbiMnN ONUNAMU peSaKTUPOBaHNA NaKeToB.

Ba3oBoe ncnosnb3oBaHue tcpreplay:

# MpocToe BocnpousBeneHue ¢danna

tcpreplay -i eth® traffic.pcap

# Bocnpou3BefgeHne C MaKCUMaslbHOM CKOPOCTbIo

tcpreplay -i eth® --topspeed --preload-pcap sample.pcap

# Bocnpou3BegeHue C 3apaHHoOW ckopocTbio (PPS)

tcpreplay -i eth® -p 1000 sample.pcap

# BocnpousBeneHne C 3afaHHOWM MPOMYCKHOW CMOCOBHOCTHIO

tcpreplay -i eth@ --mbps=100 sample.pcap

roe:

e -i interface - ykasaHue ceTeBOro nHTepgenca s Bbisoaa

e --topspeed - BocnpousBeneHne ¢ MaKCUMabHON CKOPOCTbIO

e —-preload-pcap - NnpenBapuTenbHas 3arpyska dania B NnamMaTb
(MnoBbIWaeT NPOV3BOAUTENBLHOCTD)



-p speed - 3a4aHne CKOPOCTU B NakeTax B cekyHAay (PPS)
--mbps=speed - 3agaHne CKOPOCTN B Merabmutax B CEKyHOy
--loop=count - KOIN4ECTBO NOBTOPEHNIN BOCNPON3BELEHNSA
-K - 3arpy3ka Bcero paiia B NaMATb nepen oTnpaBKomn
--unique-ip - 13MeHeHune IP-anpecoB B Ka>XKa0M nTepaumn

tcpreplay-edit

Ona agpantaunn Tpaduka K TectoBon cpege KICS for Networks ncnonbsyetcs tcpreplay-edit:

# W3MeHeHue IP-appecos
tcpreplay-edit --srcipmap=192.168.1.0/24:10.0.1.0/24 \
--dstipmap=192.168.2.0/24:10.0.2.0/24 \

--infile=original.pcap --outfile=modified.pcap

# lI3MeHeHne nopToB
tcpreplay-edit --portmap=80:8080,443:8443 \

--infile=original.pcap --outfile=modified.pcap

# PaHpooMu3auus apgpecos
tcpreplay-edit --seed=12345 --randomize-ips \
--infile=original.pcap --outfile=randomized.pcap
tcpdump
IOnsa 3axBaTa Tpaduka ncnonbsyetca ytnanta tcpdump:

# 3axBaT BcCero tpaduka Ha uHTepdence

tcpdump -i eth® -w industrial traffic.pcap

# 3axBaT C ¢unbTpauuen no npoTokony

tcpdump -i eth@ -w modbus traffic.pcap 'port 502'

# 3axBaT C OrpaHuyeHueM pasmepa daiina

tcpdump -i eth® -w traffic.pcap -C 100 # ¢annsl no 100MB

# 3axBaT C BPEMEeHHbIM OrpaHuWYyeHUeM

timeout 300 tcpdump -i eth® -w traffic 5min.pcap

# Modbus TCP (nopt 502)
tcpdump -i eth@ 'port 502' -w modbus.pcap



# DNP3 (nmopTt 20000)
tcpdump -i eth@ 'port 20000' -w dnp3.pcap

# IEC 61850 (moptbl 102, 843)
tcpdump -i eth@ 'port 102 or port 843' -w iec61850.pcap

# PROFINET DCP
tcpdump -i eth@ 'ether proto 0x8892' -w profinet.pcap

# KOMOUHMpPOBaHHblE (UMb TSI

tcpdump -i eth® '(port 502 or port 20000 or port 102) and not icmp' -w industrial.pcap
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Wireshark siBnseTca He3aMeHMMbIM MHCTPYMEHTOM /19 aHaJIn3a NPOMbILLJIEHHOr0 Tpaduka
nepen ero BocriponsseneHneM. MNpu 3axeate Tpadurka Bbl yBUAUTE YTO-TO NonobHoe:
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Pazbepem 6onee nogpobHO 3TO OKHO:

1. MaHenb hnNbTPOB, NO3BOAAKOLLAA HANTU HEOBX0AMMYIO MHopMaLMto. NMoapobHee 0 Heé
pacCKasaHo B MATOW rflaBe pykoBOACTBA.

2. MNaHenb HauMeHoBaHUN, pa3gensaLlas NHHopMaL Mo U3 NMyHKTa 3 Ha HOMep, BpeMeHs C
Ha4yafna 3axBaTa TpadunKa, NCTOYHUK N agpecaT, a TakXXe UCMNoJib3yeMbll MPOTOKOI,
pa3mep nakeTa n HeboNbLYO MHOPMaLIMIO O CETEBOM MNaKeTe.

3. NaHenb NakeToB, 0OHOBNAIOLLAACA B peasibHOM BpeMeHun. 34ecbk MHpopMaLma 0 nakeTax
pasgeneHa no ctonbuam, onpenesiéHHbIM Ha NaHes I HaUMMeHOBaHUN.

4. MNaHenb ypoBHEN, onuckiBatoLwwas yposHn mogenn OSI BbibpaHHOr0 ceTeBOro nakeTa.

5. NaHenb MeTafaHHbIX, NpeAcTaBAsAlOWaa JaHHble B LUeCTHaALaTeEPNYHOM KOoAe U
CUMBONax.

BoT HekoTopble noJsie3Hble PUSbTPbl KOTOPbIE MOXKHO NMPUMEHSITb B MOMCKOBOW CTpoke wireshark:

# Modbus Tpapuk

modbus

# DNP3 coobueHus
dnp3

# IEC 61850 GOOSE


https://www.ics-community.ru/uploads/images/gallery/2025-09/hoAimage.png

goose

# PROFINET Real-Time
pn_rt

# Ethernet/IP

enip

# AHanu3 ownbok B MnpoToKoNax

expert.severity == "Error"

# lMonck no IP appecy oTnpasutens

ip.src == X.X.X.X

# Mouck no IP appecy nony4vatens

ip.dst == X.X.Xx.X

# Monck no TCP nopty 80
tpc.port == 80

# Takxe MOryT MCNonb30BaTbCA JIOFMYECKMe onepaTopbl, HanpuMmep:
N «and/&&»
min «or/ | |»
HE «not/!»



